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Abstract: Over the last decade, an increasing number of researchers have focused on develop-

ing rapid techniques based on biosensor technology for the detection of various human health-

related conditions. Cardiovascular disease, cancer, diabetes, and infectious diseases are at the 

top of these investigations. Huge advances have taken place in a wide range of disciplines, with 

improved sensitivity, specificity, and reproducibility of the designed methodologies. Advances 

in other scientific disciplines, including genetics, chemical and microelectronic engineering, 

computational sciences, and medicine have also impacted on the developments taking place in 

the diagnostics field. As a result of these developments, more stable, rapid, and reliable sensing 

platforms have been successfully constructed for specific and ultrasensitive biomarker-based 

disease diagnostics. These achievements were also a result of improving sensor production 

quality, developing appropriate surface chemistries, selection of high affinity ligands for target 

biomarkers, and using nanomaterials such as carbon nanotubes, magnetic/gold nanoparticles, 

or quantum dots for signal amplification. Moreover, use of bioinformatics tools, combined 

with proteomics and genomics technologies and metabolomics, has significantly improved the 

knowledge and discovery of new biomarkers that can be used for early detection. Due to these 

significant outputs, coupled with advances in miniaturization and nanotechnology, the demand 

for development and production of sensor systems, including optical, piezoelectric/acoustic, 

electrochemical, and colorimetric, has gradually increased during the last decade. Moreover, 

not only protein and gene markers, but also secondary metabolites and cell signaling pathway 

molecules can be used for disease detection. To date, diagnostic tests for the early detection 

of cancer biomarkers are available on the market, and these provide noninvasive/minimally 

invasive tests that can play a crucial role both in successful treatment and patient survival. This 

paper reviews disease biomarkers, post-genomic technology, and use of molecular biosensors 

for early detection of cancer.

Keywords: cancer, biomarker discovery, post-genomic technology, molecular biosensors, 

disease diagnostics

Introduction
Cancer is a multifactorial molecular disease that includes multistage development of 

tumor cells. Cancer can be caused by a range of genetic or environmental factors, such 

as exposure to carcinogenic chemicals or radiation, or have a microbiological cause, 

including bacterial (eg, stomach cancer) or viral (eg, cervical cancer) infection. The 

characteristic behavior of the cancer is a process reflecting the complexity of malignant 

disease. This process includes promoter proliferative signaling, escape from growth 

suppressors, resistive cell death, replicative immortality, triggering of angiogenesis, and 

activation of invasion and metastasis. Genome instability,  inflammation, and epigenetic 
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Table 1 Currently available diagnostic tools for cancer with their advantages and disadvantages

Diagnostic method Advantage Disadvantage Reference

Biopsy Fast and easy Inflammation, painful, invasive 6,7
Sputum cytology easy and noninvasive Degradation of biomarkers due to enzymes in sputum,  

false positive results
8,9

Chest X-ray Quite reliable Use of radiation, false negative response, high cost 10,11
Magnetic resonance imaging Quite reliable Use of magnetic field, high cost, not suitable for all patients  

that have other complications
12,13

Computed tomography Quite reliable High cost, false negative scans, use of radiation 14,15
Positron emission tomography Quite reliable Need for radioactive substance and sophisticated instrument,  

not suitable for all patients who have other complications, high cost
16,17

changes are the underlying reasons for these. Despite the 

common features of neoplasms, there are a variety of types 

of cancer due to genetic diversity. Therefore, profiling each 

type of cancer is important to be able to develop an efficient 

and specific treatment without causing any damage to other 

tissues and organs.1

Determination of the responsible genes and protein bio-

markers as early as possible before development of tumors 

is key to developing methods for early detection of cancer. 

Molecular biology and genetics play an important role in map-

ping the relevant molecular biomarkers with the combination 

of post-genomics technologies.2–4 Bioinformatics applica-

tions for patient profiling can provide the most significant 

information using sequencing techniques, making it possible 

to use these molecules not only at the molecular biology 

level but also for early diagnosis. Both genes and proteins, 

abnormalities of which lead to cancer, can be used as indica-

tors of specific types of cancer. These indicators are known 

as biomarkers and can exist in tumors and body fluids, such 

as blood, urine, and sputum.5 Due to the invasive nature of a 

biopsy, and the disadvantages of currently available diagnostic 

tools6–17 (Table 1), the possibility of using body fluids for the 

diagnosis of cancer has emerged, and this opens up enormous 

opportunities for biosensor technology. These methods should 

provide information to assist clinicians in making successful 

treatment decisions and increasing patient survival.

The major applications of nanobiosensors in molecu-

lar diagnostics cover nanotechnology-based biochips and 

microarrays, nanotechnology-based cytogenetics, application 

of nanoparticles to track stem cells, identification of cancer 

cells or biomolecules, and biomarker discovery.18  Biological 

assays that measure the activity or presence of selected 

compounds through the use of microfluidics/lab-on-a-chip 

systems can provide more sensitive, reliable, and rapid results 

when certain nanomaterials are used as labels or tags.19–21

Advances in the development of molecular biosensors 

and biomarker discovery combined with post-genomics 

technology have provided a deeper understanding of 

cancer, with better biomarkers to use for its detection. 

Hence, improved diagnostics platforms have emerged 

that are able to detect these biomarkers and also employ 

nanomaterials for enhanced performance. These fascinat-

ing improvements can be employed for detecting cancer 

at an earlier stage, thereby helping in devising a more 

effective treatment and decreasing mortality rates from 

cancer, as well as cost.

Disease biomarkers and post-
genomic technology
Cancer markers
Malignant cells produce biological substances due to pro-

gression of disease and also because of other factors such 

as inflammation. These substances can be used to detect the 

cancer and are called biomarkers. The level of biomarkers 

can be quantified, higher or lower in cancer cases than normal 

levels in body fluids and/or tissues, using a number of tech-

niques (Figure 1). Intracellular or intercellular compounds, 

such as hormones, mucin, isoenzymes, oncogenes, oncofetal 

antigens, tissue-specific proteins, circulating ribonucleic 

acids, and some glycoproteins and glycolipids, may be used 

as indicators of cancer.22–24 These molecules can be used for 

development of therapy, determination of existing cancer 

type, or estimation of possible future relapse. Cancer has 

many subgroups depending on the organ involved, including 

prostate, lung, colon, breast, ovarian, brain, and others, and 

each type has its own associated biomarkers.25 Some of the 

biomarkers are organ-specific, whereas others are common to 

other types of cancer. For example, neuron-specific enolase 

and a breast cancer gene are specific for lung and breast car-

cinomas, respectively; whereas cancer antigen 15-3, cancer 

antigen-125, and carcinoembryonic antigen may indicate 

breast, lung, or colon cancer,  respectively. Further, biomark-

ers can show different concentration level in different type of 

cancer. Information regarding the type of biomarker linked 
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Figure 1 Techniques used for biomarker identification and detection. 
Abbreviations: FiSH, fluorescence in situ hybridization; IHC, immunohistochemistry.

to the type of cancer and their concentration level is given 

in the literature.22,25

Due to the importance of cancer marker specificity and 

sensitivity for the target organ, multiple biomarker assays need 

to be performed in order to increase the accuracy of cancer 

detection.26,27 Gene biomarkers can show more specificity for 

each cancer type because of genome diversity, which leads 

to the occurrence of mutations in different locations of a 

particular gene. A variety of genes has been linked to somatic 

mutations in human tumor cells or tissues, and more are being 

discovered every year. These mutated genes include oncogenes 

and tumor suppressor genes, as well as genes encoding proteins 

that perform key functions in regulation of the cell cycle, DNA 

repair, and enzyme activity. For example, P53 gene mutations 

constitute the most critical cancer mutation due to the central 

role of this gene in cell division and cell death mechanisms. It 

is called the guardian of the genome, regulating the cell cycle 

and functioning as a tumor suppressor. P53 is located on the 

short arm of chromosome 17 in the human genome.28 Although 

there are some common mutations, such as substitution of an 

arginine for a proline in the codon 72 position, other cancer-

specific mutations are also observed in other genes. Moreover, 

a mutation occurring in the same location can initiate different 

cancers depending on the geographical location, ethnic back-

ground, and/or gender of the patient. Sonoyama et al investi-

gated P53 proline mutation and found that it caused pancreatic 

cancer in males,29 whereas the same mutation decreased the 

risk of breast cancer in Arab women.30

Gene markers can assist in the determination of subtypes 

of cancer. For example, lung cancer has two main subgroups 

that show completely different developmental stages dur-

ing the disease. Non-small cell lung cancer is affected by 

codon 273 mutation, whereas small cell lung cancer shows 

a significant relationship with a mutation of codon 248 in the 

P53 gene.31 Mutations in responsible genes can be used as 

biomarkers for determination of cancer cases and develop-

ment of therapy, and so can their protein products. The 

epidermal growth factor receptor is responsible for tumor 

invasion, angiogenesis, cell proliferation, and apoptosis.32 

A mutated version of this protein is common in lung cancer, 

and epidermal growth factor receptor inhibitors can be used 

as treatment. Precise determination and mapping of gene 

and protein markers for each type of cancer is essential.33 

Advances in genomic and post-genomic technology have 

been changing the landscape day by day in a positive way, 

and next generation sequencing techniques offer an opportu-

nity to improve both biomarker discovery and the number of 

biomarkers that can be used for early and precise detection 

of cancer.34,35

Post-genomic technology  
for discovery of biomarkers
Early diagnosis of cancer is crucial for patient survival and 

successful prognosis of the disease, so sensitive and specific 

methods are required for its detection. Analysis of biomark-

ers in body fluids is one of the methods used for detection 
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of the disease. Hence, multi-marker profiles (presence and 

concentration) are essential for the early diagnosis of cancer. 

Nowadays, biomarkers have applications in diagnosis, cancer 

staging, prognosis, monitoring for disease progression, and 

also in development of therapy. The combination of different 

scientific fields and technologies for biomarker discovery are 

momentous for their precise identification, characterization, 

and verification.36 The development of proteomic methods 

to find new and novel biomarkers is closely related to the 

epochal efforts of genomic investigations.

The Human Genome Project and the knowledge of other 

genomes have led to the construction of protein databases. 

In addition to proteomic information, which was built 

based on genomic outputs, gene expression data identified 

by sequencing techniques or microarrays have redounded 

further knowledge to be used in cancer cases.37,38 Genomic 

and proteomic analyses have been performed to determine 

potential biomarkers, since the combined data are much more 

reliable and precise than the data obtained using a single 

methodology. Therefore, integration of the techniques and 

investigations gives more detailed insights into the identifi-

cation and verification of a potential cancer biomarker.37,39 

Moreover, the knowledge obtained may result in finding more 

specific gene or protein biomarkers for a particular cancer 

type, that have a critical role in early determination and diag-

nosis as well as in prognosis and disease follow-up.40–42

Protein chips can also be produced and used for biomarker 

discovery. Here, complementary DNA-encoding tagged 

proteins are expressed, and the proteins are isolated and 

printed on a slide surface. The slides are then investigated 

for protein–protein interactions, determination of antibodies, 

and protein profiling. The protein arrays lead to detection of 

possible novel biomarkers and enable a deeper understand-

ing of the printed proteins related to signaling pathways on 

the slides.43,44

There are several stages between the discovery of biomark-

ers and their clinical use in patients with cancer.45 Post-genomic 

technologies and bioinformatics tools help to identify novel 

candidate markers with the integration of relevant informa-

tion, such as gene expression, mutations, single nucleotide 

polymorphisms, and cancer biology. Verification of candidate 

biomarkers is then accomplished by liquid chromatography-

mass spectrometry to identify the top priority candidates and 

eliminate inconsistent ones. Selected candidates need to be 

screened and investigated in blood samples using the developed 

bioassays for characterization of all required parameters prior 

to clinical validation.46 Research is ongoing to discover new 

biomarkers that are more specific and sensitive for each type 

of cancer using the post-genomic plethora of data available 

from the Human Genome Project.47 Figure 2 represents all 

stages from discovery to clinical use of cancer biomarkers, 

along with the tasks required for each.

Molecular biosensors for early 
detection of cancer
Interest in biosensor technologies has increased specifically for 

diagnosis of cancer, and the greatest advantage is noninvasive 

and effective early detection. A  biosensor is an analytical device 

incorporating a molecular recognition receptor associated or 

integrated with a physiochemical transducer (Figure 3).25 Bio-

sensors can be classified as point-of-care devices that enable 

analysis of clinical samples in the home or at the doctor’s sur-

gery. In order to develop an appropriate biosensor strategy to 

detect cancer, a specific biomarker or an array of biomarkers 

need to be identified to ensure specificity of the devices. To 

detect a specific biomarker, optimal recognition materials need 

to be used for the receptor molecule in the biosensor design. 

A range of molecular recognition materials has been used in 

the development of biosensors, including natural materials such 

as antibodies, or synthetically generated (artificial) molecular 

imprinting polymers, aptamers, and phage display peptides.25 

A transducer is a device that converts recognition signal events 

into electrical (often digital) signals, and can be electrochemi-

cal, optical, calorimetric, piezoelectric/acoustic, or magnetic.

A vast number of research papers have been published 

in the literature on the development of biosensors to detect 

cancer.48–57 Biosensors have the potential to detect an array 

of biomarkers specifically and at the low level of marker 

concentration existing in the early stages of the disease. 

Different systems have been developed based on a range of 

transducers, such as optical-based surface plasmon resonance 

sensors, piezoelectric-based quartz crystal microbalance sen-

sors, and electrochemical-based sensors (Table 2). Advances 

in nanotechnology have had a huge impact on improving 

current molecular diagnostic techniques, such as the develop-

ment of point-of-care tests and personalized medicine, as 

well as the combination of diagnostics with therapeutics. 

These also include major applications in silicon biochips 

and microarrays, nanotechnology-based cytogenetic use of 

nanoparticles to track stem cells, and identification of single 

cells or molecules.18

An electrochemical molecular beacon biosensor has 

been developed for sequence-specific recognition of DNA, 

which is important for cancer diagnostics and gene therapy. 

A sequence-specific DNA biosensor was constructed in one 

study using a ferrocene redox probe modified molecular 
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Figure 2 All stages from discovery to clinical usage of cancer biomarkers. 
Abbreviations: MS, mass spectroscopy; LC-MS, liquid chromatography-mass spectroscopy; FDA, US Food and Drug Administration; SNP, single nucleotide polymorphism.

Figure 3 Construction of a biosensor: from materials, to devices, to systems.
Note: Reprinted from Semin Cell Dev Biol. 2009;20. Tothill IE. Biosensors for cancer markers diagnosis, 55–62. Copyright © 2009 with permission from Elsevier.25

Abbreviation: CNT, carbon nanotubes.
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Table 2 Detection of cancer using biomarkers and biosensors

Biomarker Sample Biosensor Surface ligand Linear range Detection limit Reference

PSA Serum SPR Antibody – 2.3 ng/mL 48
P53 point mutation – SPR and QCM ssDNA 0.03–2 μM 0.03 μM 49
P53 gene – SPR dsDNA and antibody – 10.6 pM and 1.06 pM 50
CeA Serum SPR Antibody – – 51
PSA 20 times  

diluted serum
electrochemical Antibody – 0.02 ng/mL 52

CeA – SPR Antibody 3–400 ng/mL 3 ng/mL 5
eGFR Serum Optical Aptamer – – 53
eGFR Serum Lab-on-a-chip Antibody 3–8 ng/mL – 54
CA15-3 Serum electrochemical Antibody 1–100 U/mL – 27
CeA Serum electrochemical Antibody 5 pg/mL to 1 ng/mL – 27
K-ras point mutation – SPR PNA – – 55
DNA mutations Serum SPR ssDNA – 50 nM 56
CA19-9 – SPR Antibody – 66.7 U/mL 57
CA15-3 Serum electrochemical Antibody 5–200 U/mL 10 U/mL 26

Abbreviations: CA, cancer antigen; CEA, carcinoembryonic antigen; EGFR, epidermal growth factor receptor; PSA, prostate-specific antigen; SPR, surface plasmon 
resonance; ssDNA, single-stranded DNA; dsDNA, double-stranded DNA; QCM, quartz crystal microbalance; PNA, peptide nucleic acid.

beacon. Double-stranded DNA can be quantified using this 

biosensor in the concentration range of 350 pM to 25 nM, 

with a detection limit of 275 pM.58 Further, Xuan et al used 

molecular beacon-based DNA detection with exonuclease 

III-assisted target recycling as a signal amplification method. 

The sensor was able to successfully detect DNA in homo-

geneous solution, and appears to be a promising technology 

for integration of the technique into a portable, cost-effective 

DNA sensing device.59 These investigations indicate great 

potential for detection of cancer using genetic biomarkers 

with extreme sensitivity and selectivity.60 Molecular beacon-

based biosensors can also be used for the detection of protein 

biomarkers, small molecules, and RNA.61–63

A potentiometric biosensor combining the effective 

and specific molecular imprinting technique with a self-

assembled monolayer was developed for detection of 

cancer as a point-of-care diagnostics tool. The sensor was 

initially tested with carcinoembryonic antigen as a pan-

creatic biomarker and then used to discriminate between 

damaged and normal fibrinogen, which is important in the 

diagnosis of bleeding disorders. The protein structures were 

modeled using computational simulation to determine the 

morphological changes and sensitivity of the sensor system 

to these conformational changes in the protein.64 Mathur 

et al65 constructed a biosensor using surface imprinting for 

quantification of pleural mesothelioma cancer biomarkers. 

Hyaluronan and proteoglycan link protein 1 (HAPLN1) was 

imprinted in duplicate and detection of spiked HAPLN1 was 

successful in serum. For this, HAPLN1 was imprinted on a 

gold electrode with hydroxyl-terminated alkane thiols, which 

formed a self-assembled monolayer around HAPLN1. The 

target analyte was then washed away and its imprint was used 

for detection of HAPLN1 using an electrochemical open-

circuit potential method. The selectivity of the imprints was 

verified by matrix-assisted laser desorption ionization-time 

of flight mass spectrometry.65 A piezoelectric sensor was 

developed for label-free, rapid, and cost-effective determina-

tion of prostate-specific antigen and α-fetoprotein. A titanate 

zirconate ceramic resonator was used as the transducer and 

a dual system was designed to build two ceramic resonators 

that were connected and parallel to each other. One resona-

tor was used as the sensing unit and the other as the control 

to minimize temperature fluctuation and to obtain a stable 

frequency for the measurements. The sensor could success-

fully detect prostate-specific antigen and α-fetoprotein up to 

0.25 ng/mL in a short time (30 minutes) with a small sample 

volume (1 μL). The results confirmed that this ceramic 

resonator-based piezoelectric biosensor could be used with 

different chemical interfaces, and the small size of the reso-

nators provides an opportunity to fabricate sensor arrays for 

multiplex detection, which is crucial in the precise diagnosis 

of cancer cases.66

Furthermore, bioassays measuring the activity or presence 

of target cancer biomarker molecules through molecular sens-

ing systems enable more sensitive and rapid detection when 

nanomaterials are used as signal amplifiers or tags.48 Mag-

netic-based immunoassay techniques have been  developed 

in which target analyte molecules or microorganisms can 

be labeled with magnetic nanoparticles via an appropri-

ate antibody. Short fragments of DNA can also be tagged 

with gold nanoparticles for the detection of targeted gene 

sequences. Multicolor optical coding using quantum dots is 
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another important application in molecular diagnostics and 

is based on embedding of different-sized quantum dots into 

polymeric microbeads.22

Although various nanoparticles have been used in 

molecular diagnostics, the most commonly used ones are 

magnetic nanoparticles, gold nanoparticles, and quantum 

dots.  Nanoparticles have a wide range of applications for 

detection of different types of disease, such as cancer, infec-

tious diseases, and neurological disorders.67 For example, 

quantum dots and magnetic iron oxide nanoparticles can 

be designed for dual-mode imaging of cancer in which the 

best characteristics of each are combined to develop a single 

nanoparticle probe that can produce clinically useful images 

of cancer tumors and/or molecules. Silica nanoparticles 

30 nm in size incubated with rhodamine (a bright fluorescent 

dye) and iron oxide nanoparticles 9 nm in size produced 

nanoparticles 45 nm in diameter that performed better on 

fluorescent imaging and magnetic resonance imaging (MRI) 

than the individual particles. These particles were also used 

to visualize lung tumor cells by using an anti-lung cancer 

cell antibody attached to the particles. When the antibodies 

recognize the lung cancer cells and attach to them, fluores-

cence microscopy can be used for their detection.68

Bioconjugated quantum dots are important features of 

molecular diagnostics for multiple profiling of biomarkers, 

correlation with disease progression, and response to 

therapy.69 Such applications improve the ability to esti-

mate the outcome of drug therapy in disease management. 

The success of these techniques can be increased using 

bioinformatics and systems biology to link each patient’s 

molecular profile with disease diagnostics and treatment 

selection. This approach was applied for simultaneous 

determination of multiple biomarkers in prostate cancer.70 

El-Sayed et al used gold nanoparticle-conjugated anti-

epidermal growth factor receptor antibodies that bind to 

the surface of cancer cells specifically and homogenously. 

The binding affinity was found to be 600% higher for 

cancerous cells than for noncancerous cells. The same 

group also used gold nanoparticles to detect cancer cells 

noninvasively and destroy them using selective laser pho-

tothermal therapy.71

Manganese oxide nanoparticles were combined with 

MRI for visualization of the anatomic structure of the 

mouse brain. The images produced were as clear as those 

acquired by histology. This novel MRI technique may 

improve our ability to diagnose neurological disorders such 

as Parkinson’s disease, stroke, and Alzheimer’s disease.72 

Moreover, affinity ligands such as antibodies can be attached 

to these nanoparticles, and distinguish and selectively bind 

to receptors on the cancer cell surface in the mouse brain 

due to metastases. This method can also be developed for 

other cancer types using appropriate antibodies. Infectious 

diseases affect the immune system and lower the tolerance 

of the human body to other health problems.73 The pathogens 

may initiate a response in the cell and are identified by the 

receptors responsible for the cancer. Therefore, detection of 

these microorganisms is also critical in some cancer cases, 

and application of nanomaterials in molecular diagnostics 

allows rapid and sensitive detection of these pathogens. 

It is possible to detect a single bacterium using bioconju-

gated nanoparticle-based assays. For this, quantum dots 

functionalized with multicolor oligonucleotides are used as 

nanoprobes and a hybridization-based detection method is 

applied in the presence of different target sequences, creating 

visible sequence-specific spectral codings.73 Spectroscopic 

assays combined with silver nanorods have been developed 

for rapid quantification and characterization of viruses with 

high specificity and sensitivity and without the need for viral 

manipulation. This method can recognize spectral differences 

between viral strains, viruses, and viruses with gene deletions 

in biological sample.74 Table 3 lists some examples of the use 

of nanomaterials for detection of cancer.

Conclusion
Diagnosis of cancer using molecular biosensors is an 

emerging field with a critical role in the construction of 

highly sensitive, rapid, easy-to-use, and reliable techniques 

for early and precise detection of cancer. Given that it is 

crucial to diagnose cancer early to allow successful treat-

ment and recovery in patients, it is very important to have 

cost-effective devices that can detect multiple cancer bio-

markers existing at low concentrations in biological fluids. 

Surface imprinting techniques, the use of artificial receptors 

such as aptamers and nanomaterials are promising tools for 

expanding the current technology of molecular diagnostics 

and provide point-of-care diagnostic devices, disease care 

with therapeutics, and personalized medicine. Integration of 

biomarker discovery into nanodevices with the combination 

and modification of nanomaterials has improved clinical 

and research-based applications for cancer in recent years. 

Further development of these nanosystems and nanoarray 

devices and use of novel multi-biomarker detection will play 

a critical role in molecular diagnostics by providing early 

and rapid diagnosis, decreasing the sample volume required 

and device costs, and improving the currently available 

detection methods.
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