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Abstract: The use of nanomaterials for the development of electrochemical nanosensors has 

attracted growing interest in recent years. The enhanced chemical and physical properties arising 

from discrete nanoelectrode devices or microelectrodes modified with nanomaterials make these 

devices an attractive option for the improvement of current electroanalytical applications. This 

review discusses and describes advances made since 2010 in the application of nanomaterials 

in a number of major fields, namely: health, security, law enforcement, environment, and food 

safety.
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Introduction
Nanotechnology is a rapidly growing area of research due to the remarkable charac-

teristics of nanomaterials. When compared to bulk materials, nanomaterials have been 

found to possess enhanced physical and chemical characteristics including, but not 

limited to, thermal,1 optical,2 magnetic,3,4 plasmonic,5,6 and catalytic7 properties. These 

enhanced features have led to the incorporation of nanomaterials into electrochemical 

sensing systems as a means of improving current sensor technologies. Noble metal8 

and carbon9 materials have often been favored for these applications because of their 

chemical inertness and biocompatibility. Other materials of interest include silicon,10 

cadmium telluride,11 nickel,12 palladium,13 gallium nitride,14 and metal oxides.15–17 While 

more common applications of nanomaterials relate to the modification (or decoration) 

of larger electrodes, there are also examples of single nanoparticles18 or highly ordered 

arrays of nanoparticles19 being used independently as electrodes.

Individual electrodes with nanoscale dimensions which offer fundamental improve-

ments over micro- and macroelectrodes20 are also being developed at a growing rate. 

Single gold nanowires fabricated on silicon substrates using electron beam (e-beam) 

lithography have been shown to exhibit enhanced mass transport due to radial 

diffusion.21 Steady-state currents seen at these electrodes allow for the use of increased 

scan rates and, as a result, shorter analysis times.22 The double layer capacitance at 

these electrodes also shows an improvement over micro/macroelectrodes due to 

their very small surface area. Thus, nanoelectrodes possess much smaller cell time 

constants allowing them to respond much faster to changes in the applied potential.  

As a consequence of their reduced surface area, nanoelectrodes also exhibit low  

ohmic drop compared to larger electrodes. By reducing or removing this potential 
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source of experimental error, it is possible to perform 

experiments in highly resistive solutions and may permit 

for the simplification of any experimental setup by the use 

of a two electrode cell. Potential fabrication methods and 

the benefits of on-chip electrodes and their geometries have 

already been discussed in a recent review.23

Improvements in laser pulling technology has also 

led to the miniaturization of disk shaped electrodes with 

benefits for applications involving: in vivo monitoring of 

neurotransmitters24 with a reduced risk of cerebral damage, 

the monitoring of processes within a cell,25 the accurate deliv-

ery of drugs26 or for electrochemical characterization of nano-

structures using scanning electrochemical microscopy.27

The vast array of electrode geometries, materials, and 

fabrication techniques available has resulted in an expansive 

field of possible applications. This review focuses on some 

of the major areas of interest, namely health, security and 

law enforcement, environment, and agri-food (more general 

information on the benefits and recent advances in nanoelec-

trodes can be found in a number of recent reviews).28,29 Due to 

the versatility of nanoelectrochemical sensors, they also have 

applications in more niche areas of research; an example being 

the use of nanoelectrode ensembles for immunoglobulin Y 

(IgY) detection as a means of identifying egg yolk as a pigment 

in tempera paintings.30 This review aims to give an in-depth 

description of advances in applications of electrochemical 

nanosensor applications in health, security, law enforcement, 

environment, and food safety within the last 6 years.

Health
A major driving force behind the development of nanoelec-

trochemical devices is the demand for point of care devices.31 

Nanoelectrode devices offer an attractive option in this field 

due to their small footprint and potential for high sensitivity. 

As a result of the versatility and variety of nanoelectrode 

devices, they have been employed for the detection of a large 

range of medically relevant analytes ranging from small mol-

ecules such as dopamine32–34 and histamine35 to larger, more 

complex targets like bacteria36 or pharmaceutical drugs.37,38

Enzyme based biosensors have long been of interest 

because of the selectivity of enzymes as biorecognition 

elements.39 This selectivity combined with the recent devel-

opments in nanoelectrochemistry has led to the emergence 

of highly specific and sensitive biosensors. Discrete single 

nanowire electrodes fabricated using a hybrid e-beam/optical 

lithography process have been used to detect glucose at 

10 µM levels using a mediated detection method.40 In this 

approach, glucose oxidase is dissolved in an electrolyte 

solution containing the electrochemical redox molecule 

ferrocene monocarboxylic acid (FcCOOH). The FcCOOH 

acts as a mediator and assists with electron transfer upon 

the addition of glucose to the system which results in an 

increase in the current observed using cyclic voltammetry 

(CV) as the glucose is oxidized by the glucose oxidase. 

Normal blood glucose levels are between 4.2 and 6.4 mM41;  

by achieving a detection limit significantly lower than  

these levels, it allows for the possibility of pain free glucose 

detection from other bodily fluids including saliva.42–44 The 

sensitivity of these discrete electrodes has been attributed 

to radial diffusion of the mediator molecule to the electrode 

surface. This results in enhanced mass transport which, when 

combined with the enhanced heterogeneous electron transfer 

rates observed at nanoelectrodes,45 is a distinct advantage 

over macro electrodes which exhibit limited currents due to 

planar diffusion.

The decoration of macro or microelectrodes with 

nanomaterials is a common strategy for improving sensor 

performance with carbon nanotubes,46 nanorods,47 and gold 

nanoparticles48 all finding applications for glucose sensing. 

The incorporation of these nanomaterials increases the 

roughness and surface area of larger electrodes, while they 

may also exhibit favorable electrocatalytic properties toward 

electroactive compounds. These improved characteristics 

lower the detection limits while also simplifying detection 

methods by removing the need for mediator molecules. Many 

non-mediated enzymatic biosensors rely on the oxidation or 

reduction of hydrogen peroxide, a common by-product from 

oxidase enzyme reactions. While gold macro electrodes are 

known to have poor performance in relation to peroxide 

detection, this can be overcome by depositing layers such 

as Prussian blue (PB) which is electrocatalytic toward per-

oxide oxidation/reduction. Unfortunately, the use of PB at 

nanoelectrodes is limited by the poor stability of the PB film 

due to the similar scale of electrode size and layer thickness. 

Clausmeyer et al overcame this limitation by fabricating 

pulled pipette carbon nanoelectrodes49 containing a nano-

cavity and electrodepositing the PB film within the cavity. 

The use of the cavity increases the film stability as any part 

of the film which becomes dissolved or detached is trapped 

within the cavity and quickly redeposited on the nanoelec-

trode. Although this does create added electrode stability, 

sensor response times are diminished as the analyte must 

diffuse through a narrow capillary to access the electrode 

surface within the nanocavity. Nanomaterials have been 

found to possess electrocatalytic properties for the oxidation 

or reduction of hydrogen peroxide. Nanoskived nanowires50 
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and nanowire stacks51 offer solutions involving fabricated 

nanoelectrodes, while a large variety of nanoparticles have 

been utilized to increase the activity of a selection of macro 

electrodes.15,19,52,53 This enhancement is due to the factors 

already discussed earlier (improved mass transport, electron 

transfer, and surface area).

A major limitation of enzyme based biosensors is the 

enzymes themselves. Free enzymes suffer from thermal insta-

bility, susceptibility to attack from proteins, and high sensi-

tivity to denaturing agents.54 While these drawbacks may be  

minimized by enzyme immobilization, they cannot be fully 

accounted for and suitable storage conditions (eg, 4°C in 

phosphate buffer) are also required to maintain enzyme 

activity. Careful selection of nanomaterials can allow for 

enzyme free detection, thus increasing the potential stabil-

ity and lifetime of the sensor. Nickel oxide nanowalls,55 

nanoporous copper modified with multi-walled carbon nano-

tubes (MWCNT),56 and gold nanoparticle-decorated silicon 

nanowire arrays10 have all been shown to successfully detect 

glucose at low concentrations. These nanostructures provide 

enhanced catalytic activity toward the oxidation of glucose, 

eliminating the need for the addition or immobilization of 

glucose oxidase. This allows these sensors to maintain their 

activity for an extended time without any prohibitive stor-

age requirements while still maintaining a high selectivity 

for glucose.

As well as enzymes, antibodies are popular biorec-

ognition units used in the development of biosensors.57 

Nanoelectrochemical immunosensors usually involve the 

immobilization of an antibody on either discrete nanowires 

or on larger electrodes modified with nanomaterials. Singh 

et al58 developed gold interdigitated electrodes (IDEs) 

with submicron separation for the detection of CRP. Finite 

element analysis was performed to give an indication of 

the optimal interelectrode spacing and electrode height. The 

electric field in phosphate-buffered saline surrounding the 

electrodes was found to drastically increase for gaps under  

800 nm, while the electrode height had only a minimal effect. 

To support these simulations, a range of electrodes were 

fabricated using photolithography although the range of 

interelectrode spacings was restricted by the limitations of the 

photolithographic techniques used. Electrodes with spacings 

of 500 nm, were found to have a good compromise between 

an enhanced electrode field and reproducibility of the fab-

rication process. After optimization and fabrication, these 

nanogap IDEs were modified with rabbit anti-human CRP 

polyclonal antibody. The binding event between the CRP and 

rabbit anti-human CRP polyclonal antibody was measured 

using electrochemical impedance spectroscopy (EIS) which 

allowed for the detection of CRP in both buffer and serum  

in the range of 100 pg/mL to 1 µg/mL. The significant 

enhancement of electric fields by using submicron spaced 

IDEs coupled with the label free nature of EIS makes these 

methods an attractive option compared with more traditional 

fluorometric techniques. As such, many nanomaterials, and 

combinations of nanomaterials (nanoparticles,59,60 nanorods,61 

carbon nanotubes,62 graphene63) have been used for the devel-

opment of EIS based immunosensors. The incorporation of 

nanomaterials into these sensors has a threefold effect when 

compared to unmodified electrodes. First, they may provide 

an improved microenvironment to maintain the bioactivity 

of the antibodies, improving biosensor stability and perfor-

mance. Nanomaterials may also improve resistive and capaci-

tive properties of the electrode due to their high conductivity, 

thus leading to improved sensitivity. The increased surface 

area available allows for the immobilization of a larger 

amount of antibody compared to more conventional planar 

electrodes with similar geometric area.

In Figure 1, it can be seen that in order to give an indica-

tion of renal tubular injury, Hu et al64 decorated Ag@BSA 

microspheres with RBP monoclonal antibody to detect RBP 

using EIS and differential pulse voltammetry (DPV) as 

detection techniques which exhibited extremely low detec-

tion limits of 47 and 18 ng mL-1, respectively. These low 

detection limits can be attributed to the increased surface 

area and improved conductivity of the electrode due to the 

presence of the microspheres.

Voltammetric techniques are also used as stand-alone 

detection methods for nanoelectrochemical immunosen-

sors. Jin et al65 used CV at a graphene electrode modified 

using magnetic microbeads to immobilize Au nanoparticles 

functionalized with capture antibodies to successfully detect 

cancer biomarkers. Elsewhere, DPV has been used for the 

detection of leptin in 50% diluted serum samples at concen-

trations as low as 0.05 ng mL-1.66 While these methods do 

require the use of a mediator molecule, they do have benefits 

in reducing analysis times. The changes in charge transfer 

resistance which many EIS biosensors are based upon are 

more apparent at lower frequencies which lead to longer 

analysis times, typically a number of minutes. The afore-

mentioned voltammetric techniques can provide an adequate 

response within seconds.

Security and law enforcement
Recent global events have led to an increased demand for 

effective field tests for security screening and as a result, the 
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use of electrochemical methods has received considerable 

attention for the screening of nitro containing explosives,67 

illicit drugs,68 and poisons.69,70

Nitroaromatic explosives and their related compounds 

are particularly suited to electrochemical detection due to the 

inherent redox activity of their nitro groups as the NO
2
 ligands 

are sequentially reduced to NH
3
.71 The direct reduction of 

these compounds has been achieved using arrays of band 

electrodes with a width of 700 nm.72 Electrodes, including 

integrated on-chip reference and counter electrodes, were 

fabricated using optical photolithography on a silicon diox-

ide substrate and the response of the unmodified electrodes 

to 3-nitrotoluene, 2,4-dinitrotoluene, 2,6-dinitrotoluene, 

1,3-dinitrobenzene, and 2,4,6-trinitrotoluene in a phosphate 

buffer solution was investigated using CV and SWV. CV 

proved unable to differentiate adequately between the 

various nitroaromatics, while SWV showed a clear distinc-

tion between the reduction peaks of each compound (Figure 

2A). Figure 2B shows the results of a serial addition approach 

with SWV used to generate a calibration curve using military 

grade TNT for concentrations as low as 400 ng mL-1, with no 

interference from any possible additives or stabilizers in the 

sample. In a similar fashion, 100 nm wide nanowires were 

also used to achieve a limit of detection (LOD) of 7 ng mL-1 

for DNT in an aqueous sample in the absence of any support-

ing electrolyte.73 These approaches demonstrate the superior 

capabilities of nanoelectrodes over larger traditional elec-

trodes which often require modification to detect these com-

pounds at suitably low concentrations.74,75 The fast response 

of these electrodes also gives them an advantage over more 

cumbersome traditional detection methods, while the inte-

gration of all three electrodes on a single silicon substrate 

[Fe(CN)6]
3−/4−

RBP

BSA Tween 20

RBP mAb

Au electrode 50

a

i

4,500 ng mL−1

GA

Ag@BSA

Figure 1 Schematic of Ag@BSA microspheres sensor used for renal binding protein detection and the related DPv response.
Notes: a to i = decreasing analyte concentrations from 50 to 4,400 ng mL-1 (colours illustrate different concentrations). Reprinted with permission from Hu CY, Yang 
DP, Xu K, et al. Ag@BSA Core/Shell Microspheres As an Electrochemical interface for Sensitive Detection of Urinary Retinal-Binding Protein. Analytical Chemistry. 
2012;84(23):10324–10331.64 Copyright 2012 American Chemical Society.
Abbreviations: DPv, differential pulse voltammetry; mAb, monoclonal antibody; BSA, bovine serum albumin; CNT, carbon nanotube; GA, gluteraldehyde.
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makes them a viable option for large scale fabrication and 

subsequent incorporation into field-test systems. At present, 

time and cost are a major inhibiting factor in the scaling of 

e-beam fabricated devices for widespread use.

As with health related applications, nanomaterials are 

often used to enhance the response seen at macro electrodes. 

Previously, porphyrin modified glassy carbon electrodes 

(GCE) have shown increased sensitivity to nitroaromatic 

compounds because the π-π interaction between the electron 

rich porphyrin and electron deficient nitro-containing explo-

sive causes a favorable electrocatalytic interaction.76 Guo et al 

made further use of this beneficial interaction by modifying 

a GCE with porphyrin functionalized graphene.77 The incor-

poration of graphene into the modification process resulted 

in a massively improved sensitivity of 2.75 µA/cm2 per pbb 

compared to 0.47 and 0.86 µA/cm2 per ppb at a bare GCE and 

porphyrin modified GCE, respectively. This ultratrace detec-

tion capability has been attributed to the large electroactive 

surface area and fast charge transfer of the electrode incor-

porating graphene compared to the GCE/porphyrin electrode. 

Although graphene is often incorporated with other materials 

in composite electrodes,78–80 bare graphene on GCE has also 

been shown to be highly sensitive to a range of nitroaro-

matic compounds, including 2,4-DNT and TNT.81 Again this 

can be attributed to enhanced electrocatalytic activity and 

high surface-area-to-volume ratio of graphene, and, as seen 

previously with porphyrin, strong π-π interactions between 

nitroaromatics and the graphene surface. Other nanomateri-

als such as MWCNT and various metal nanoparticles have 

been used in similar fashion for the detection of nitroaromatic 

explosives82,83 as well as more powerful plastic explosives 

like RDX and HMX.84,85 While the improvement of many of 

these electrodes is due to improved electrocatalytic reduction 

of nitroaromatic compounds, resulting in improved peak cur-

rents and positive shifts in peak potential, the incorporation 

of nanoparticles into a molecularly imprinted polymer (MIP) 

has been shown to also increase the amount of accessible 

complementary cavities upon the removal of the target ana-

lyte, in this case TNT,86 compared to similar MIP electrodes 

without nanoparticles.

With the United Nations estimating that between 3.5% 

and 7% of the world’s population between the ages of 15–64 

years have tried illicit drugs and, within that age group, 

there are between 16 and 39 million regular drug users,87 it 

is obvious that improved security measures are required to 

stem the flow of illegal drugs across international borders 

and also for monitoring people who are either in treatment 

or on probation for drug related offences.

Cocaine has received significant research interest as it is 

the second most widely used illicit substance in both America 

and Europe. Unsurprisingly, this has led to the use of nano-

materials to enhance the signal in a wide range of aptamer- 

based cocaine sensors.88 Roushani and Shahdost-fard have 

developed a highly sensitive aptasensor which incorporates 

both silver nanoparticles and MWCNT.89 A 2 mm GCE was 

modified with a composite paste of MWCNT, an ionic liquid 

(IL) and chitosan to provide a sensing interface which exhib-

ited a vast surface area, good stability, prominent electric 

conductivity compared to unmodified electrodes, and high 

biocompatibility with a facile and environmentally friendly 

preparation procedure. Silver nanoparticles were prepared 

before being incubated with the 5′-NH
2
-3′-SH

2
 terminated 

aptamer which resulted in covalent bonding of the aptamer 

to the nanoparticles via an S-Ag bond. The aptamer/Ag 

nanoparticle solution was then added to the electrode surface 

for 12 hours in order to complete the construction of the 

cocaine aptasensor. Fully modified electrodes were immersed 

in concentrations of cocaine from 2 to 9 nM and the response 

of the sensor was measured using DPV with riboflavin as a 

mediator. As the concentration of cocaine increased, the peak 

current observed decreased linearly due to the folding of the 

aptamer. The folding of the aptamer causes steric hindrance 

for the access of the riboflavin mediator to the electrode 

surface, thus inhibiting the interfacial charge transfer which 

results in an enhanced electron transfer resistance and, as a 

result, the decreased peak current.

While the previously described example was found to be 

highly sensitive (LOD =150 pM), a limiting factor in the use 

of aptasensors is large background signals caused by the ini-

tial charge of the probe molecule which in turn can result in a 

small signal to background ratio if the analyte molecule itself 

has a small charge. Aptasensors may also be susceptible to 

false positives due to the “signal off ” structure of their assays. 

Das et al90 have developed a neutralizer displacement assay to 

neutralize the effects of the probe molecule. As can be seen 

in Figure 3, a neutrally charged complementary strand with 

a number of intentional base pair mismatches is specifically 

bound to the probe strand, thus neutralizing its natural charge. 

Upon addition of the desired analyte (protein, DNA/RNA,  

or small molecule), the neutralizing strand is displaced 

in favor of the analyte due to the base pair mismatches. 

This new protocol applied using DPV at gold microband 

electrodes coated with a thin layer of nanostructured pal-

ladium was used to successfully measure cocaine at levels 

comparable to commercial tests. This would allow for rapid 

screening using lower cost and simpler instrumentation than 
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current methods. Another major benefit of this technique is 

that the aptamer component may be tailored to target an array 

of molecularly diverse samples, permitting a multiplexed 

approach on a single sensor chip.

Opiates are also of interest due to their highly addictive 

properties. While morphine itself is a concern, the detec-

tion of morphine in urine samples can also be an indicator 

of heroin abuse which has led Atta et al to develop a gold 

nanoparticle based sensor for morphine detection.91 A nano-

particle/ferrocene carboxylic acid/phthalocyanine composite 

was constructed on a platinum disk electrode, and by utiliz-

ing DPV an LOD of 21 nM was achieved for the detection 

of morphine in dilute urine samples. While the purpose of 

the phthalocyanine moiety was to aid electron transfer via a 

central metal atom, this was further improved by the addi-

tion of the nanoparticles, with the nanoparticles acting as 

conduction centers in the layer to facilitate electron transfer. 

Interference studies showed a high selectivity for morphine 

over amino acid and clear separation of peaks when dopamine 

was also present. The use of MWCNT combined with ILs 

has also demonstrated the applicability of nanomaterials 

for the detection of morphine, reaching a detection limit of 

140 nM without the need for a mediator.92 Although phenolic 

compounds often cause surface fouling of electrodes, causing 

deterioration in electrochemical response, the MWCNT/IL 

mixture showed a robust resistance to fouling while maintain-

ing its ability to promote charge transfer.

Environment
The monitoring of environmental contaminants is vital to 

ensure that they are at acceptable levels in our water, soil, and 

air to protect public health and the environment from these 

organic and inorganic pollutants. Pesticides are considered 

to be a high priority because of their high toxicity toward 

humans due to their effect on the central nervous system. 

Nanomaterials are being incorporated into procedures for 

removal and detection93,94 of a number of compounds to 

ensure that levels in surface and groundwater remain at safe 

levels and have negligible effects on the environment or the 

food chain.

Organophosphate pesticides have been extensively used 

across the agricultural and industrial sectors and are among 

the first priority group of pesticides listed in the US Food 

Quality Protection Act. Organophosphates operate by damag-

ing the AChE enzyme which kills pests by impairing critical 

control of their nerve signals but can also have unwanted 
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side effects on the human central nervous system with some 

compounds, such as picloram in Agent White,95 even being 

incorporated into mixtures for herbicidal warfare. Methyl 

parathion has attracted significant interest due to its acute 

toxicity96 with a wide variety of nanomaterials and com-

posites of nanomaterials being applied to its detection.97–100 

Although many nanomaterial based sensors offer suitable 

sensitivity to methyl parathion, they often lack the required 

selectivity for real world analysis. Fu et al101 have developed 

a sensitive and selective platform, utilizing a combination of 

nanomaterials and cyclodextrin, for the detection of methyl 

parathion in tap and river water. First a GCE is modified 

with gold nanoparticles and single wall carbon nanotubes to 

increase its surface area and improve conductivity. Afterward 

a modified β-cyclodextrin is immobilized by immersion of 

the electrode in solution for 12 hours. The fully prepared 

electrode is subsequently immersed in a methyl parathion 

solution where an inclusion complex is formed with the 

cyclodextrin, effectively acting as a pre-concentration mecha-

nism while also improving electrode selectivity. After rinsing, 

electrochemical detection is performed in a buffer solution 

via square wave anodic stripping voltammetry, achieving 

a detection limit of 0.1 nM which was significantly lower 

than similar cyclodextrin modified electrodes utilizing only 

single wall carbon nanotubes102 or graphene.103 Although 

this method is highly selective and sensitive, the scalability 

of the modified cyclodextrin synthesis is unknown which 

may make this unsuitable for wider use when compared to 

other modification techniques which utilize commercially 

available compounds.

Although the use of organochlorine insecticides is 

being restricted by legislation due to their adverse effects 

on the environment and human health, they still remain in 

the environment due to their resistance to degradation.104 

Lindane (γ-hexachlorocyclohexane) production is a source 

of particular concern as it is estimated that for every ton of 

lindane produced, there are 9 tons of toxic waste products 

from other isomers produced.105 Anu Prathap et al have 

developed a highly sensitive sensor by mounting a layer 

of CuO/MnO
2
 nano-microstructures (Figure 4A–D) by 

evaporation.106 Mixed metal oxides have been shown to have 

improved electrochemical responses compared to single 

metal oxides, while as seen in many other examples, the use 

of nanostructures increases the materials’ electrocatalytic 

capabilities. The mixed metal oxide platform was shown to 

be highly sensitive (0.12 µA µM-1 and lower detection limit 

of 4.8 nM) and selective to the electrocatalytic reduction of 

lindane with a highly linear calibration plot being obtained 

using DPV as shown in Figure 4E. While this method is cur-

rently limited to suitably buffered systems, Kaur et al107 have 

recently utilized DPV to achieve a similar detection limit (5 

nM) using silver nanoparticles to modify their electrode, with 

an improved sensitivity of 1.24 µA µM-1 in tap and river water 

samples. Nanotubes have also been incorporated into MIP 

layers with nanomolar limits also being reached using TiO
2
 

nanotubes108 and even picomolar levels being obtained using 

vinylated MWCNT.109 In these examples, the MIP layer is 

used to increase the selectivity of the sensor, while the role 

of the nanotubes is to increase sensitivity.

Heavy metals are also of considerable interest for envi-

ronmental monitoring with a number of methodologies being 

undertaken to detect mercury,110 arsenic,111 cadmium,112 

lead,113 chromium,114 and copper.115 Graphene modified elec-

trodes have been combined with gold nanoparticles to create 

Figure 4 Structural information and images of modified electrodes and corresponding lindane calibration data.
Notes: (A) XRD patterns of materials synthesized in this study. SEM images of CuO (B), MnO2 (C), and CuO–MnO2 (D); the inset shows the corresponding TEM image 
of CuO–MnO2. (E) DPvs of lindane at varying concentrations at the CuO–MnO2 modified electrode using 0.05 M TBAB solution in 60 [thin space (1/6-em)]: [thin space 
(1/6-em)] 40 methanol–water (20 mL). The inset shows the calibration plot. DPV parameters were selected as: peak height =50 mv; peak width =200 ms; peak period =400 ms; 
increment =20 mv; pre- and post-pulse width =3 ms. Adapted from Anu Prathap MU, Sun SN, wei C, Xu ZJ. A novel non-enzymatic lindane sensor based on CuO-MnO2 
hierarchical nano-microstructures for enhanced sensitivity. Chem Commun (Camb). 2015;51(21):4376–4379.106 with permission from The Royal Society of Chemistry.
Abbreviations: XRD, X-ray powder diffraction; TEM, transmission electron microscope; SEM, scanning electron microscopy; DPv, differential pulse voltammetry; TBAB, 
tetra-n-butylammonium bromide.
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a DNA based mercury sensor with a detection limit of 0.001 

aM (Enviornmental Protection Agency limit =10 nM).116 The 

incorporation of graphene improved the electrical character-

istics of the electrode surface while a suitable covering of 

gold nanoparticles aided in the immobilization of DNA. The 

sensor was found to be largely unaffected when tested for 

selectivity against 14 other possible interfering ions and was 

successfully able to detect spiked mercury levels in landfill 

leachate, tap water, and river water with the results verified 

using atomic fluorescence spectrometry.

Pre-concentration methods are often used to achieve 

the low detection limits required for environmental analy-

sis. Banerjee et al have utilized magnetic nanoshells as a 

novel means for the pre-concentration of uranium.117 First, 

gold nanoshells were synthesized with a magnetic Fe
3
O

4
 

core and modified with t-butylphenyl-N,N-di-isobutyl 

carbamoylmethyl phosphine oxide, a known extraction agent 

for uranium. The modified nanoshells collected uranium from 

solution before the insertion of a working electrode which 

comprised of a gold coated neodymium magnet. The uranium 

concentration was then determined using SWV in a range 

of 10–140 ppb with the carbamoylmethylphosphine oxide 

selectivity minimizing the effect of interfering Cu2+ and Zn2+ 

ions. Recently, more exhaustive reviews have been written 

focusing solely on the use of nanomaterials and nanostructur-

ing for the detection of heavy metal ions118,119

Food safety
While the aforementioned detection of heavy metals in the 

environment is critical for their eventual removal and land 

remediation, it is still an on-going process. As such, their 

detection in food products is also an immediate concern. 

Afkhami et al have utilized nano-silica as a means of 

simultaneously detecting trace levels of cadmium, copper, 

and mercury in a range of water and food samples.120 Nano-

silica was chosen over other nanomaterials because of its 

high specific surface area and its potential for high diffusion 

rates due to its three-dimensional structure. A Schiff base 

(BTPP) which could form complexes with targeted heavy 

metal ions was synthesized and used to easily modify the 

nano-silica due to an abundance of silanol groups located 

on the particles’ internal surface allowing it to operate as an 

effective sorbent for heavy metals in aqueous media. These 

modified nano-silica particles were then incorporated into a 

carbon paste electrode. Once the electrode had been char-

acterized and the optimal detection procedure using square 

wave anodic stripping voltammetry had been determined, an 

LOD of 0.05 ng mL-1 was achieved which was significantly 

lower than a majority of alternative methods referenced by the 

authors. The method was also applied to real world samples 

of tap water, Persian Gulf water, tobacco, fish and shrimp 

tissues, human hair, and rice samples with recovery percent-

ages of between 96.9% and 104.5% for samples spiked with 

20 ng mL-1. These spiked levels and the base levels were 

successfully determined with the modified electrode and the 

results validated using inductively coupled plasma optical 

emission spectrometry (ICP-OES). The selectivity afforded 

by the BTPP remained robust with deviations below 5% 

found for 500 ng mL-1 of each heavy metal of interest when 

challenged with 10,000 ng mL-1 of Ca2+, Co2+, Cr 3+, Cr(VI), 

Al3+, Fe3+, Pb2+, Mn2+, Ni2+, Zn2+, Sr2+, Mg2+, Li+, Na+, SO
4

2-, 

Cl-, NO
3

2-, NO
2
-, S2- and ClO

4
-.

Carbon paste electrodes have also been combined with 

MWCNT for the measurement of Cu(II) in cornflakes and 

milk powder.121 The MWCNT carbon paste electrode was 

modified with a zinc layered hydroxide-2(3-chlorophenoxy)

propionate nanocomposite and exhibited an LOD of 

1×10-10 M that allowed for the quantification of 0.214 µg/g 

of Cu(II) in cornflakes (confirmed by ICP-OES). While the 

addition of MWCNT often improves the sensitivity and 

selectivity of a sensor, in this case the sensor was unrespon-

sive to Cu(II). Upon the incorporation of the zinc layered 

nanocomposite, a quasi-reversible peak was observed. This 

can be attributed to the ion exchange and absorption capabili-

ties of the nanocomposite. This showed significant improve-

ment in detection limits when compared to other modified 

carbon paste electrodes while eliminating the need for a 

pre-concentration step which many of them required.

Milk and other dairy based products are highly consumed 

worldwide, with particularly high levels of consumption 

amongst young children.122 This large market has resulted 

in the development of a large variety of electrochemical 

sensors to assess milk quality for possible contaminants, 

including melamine,123,124 antibiotics,59,125 bisphenol A (from 

packaging contamination),126 DNA bases,127 and hydrogen 

peroxide.122,128,129 Hydrogen peroxide has been used as a 

means of artificially preserving milk130 and due to the pos-

sibility of adverse health effects from over exposure, the US 

Food and Drug Administration has limited its acceptable 

concentration to 80 ppm.131 Eggshell membranes (ESMs) 

have been used as a platform for supporting graphene oxide 

(GO) for hydrogen peroxide sensitive electrodes.132 ESM 

offers an attractive support because of its excellent water-

permeability, biocompatibility, nontoxicity, cheapness, 

and stability but suffers from poor conductivity which is 

essential for the efficiency of electrochemical applications. 
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ESM was modified with GO to overcome this limitation and 

the ESM-GO bioplatform was then immobilized on a ceramic 

carbon electrode. The response of the resulting modified 

electrode was further improved by the dip-coating of PB 

nanoparticles on the surface which is known to increase the 

catalytic activity of electrodes toward the electrochemical 

reduction of hydrogen peroxide. An LOD of 31 nM was 

achieved which showed significant improvement over other 

graphene based electrodes for peroxide detection.133–137 The 

incorporation of PB is common in many peroxide sensors as it 

has well known electrocatalytic properties for peroxide redox 

reactions. This is attributed to the unique zeolite structure 

of PB which allows molecules with low molecular weight 

and scale to penetrate into the crystal resulting in improved 

electrocatalysis. Although commonly used for decoration of 

macro electrodes, PB is unsuitable for use with electrodes 

fabricated using photolithographic techniques as it is often 

electrodeposited from acidic solutions which can attack the 

electrodes’ adhesion layer and cause delamination.

The versatility of electrochemical nanosensors is further 

evident in the food sector with an array of electrode types 

being used to detect compounds like sulfite in sugar, grapes, 

wine and water,138 staphylococcal enterotoxin B (a possible 

source of food poisoning),139 aflatoxin,12 durabolin,11 and 

animal growth stimulants140 to name a few.141

Outlook and conclusion
As can be seen from the examples detailed earlier, nanoelec-

trochemistry offers a viable alternative to traditional labora-

tory techniques currently used for the detection of a range 

of analytes across a number of fields. When compared to 

existing methods (high-performance liquid chromatography, 

ICP-OES, gas chromatography–mass spectrometry), electro-

chemistry has the potential to offer faster and more portable 

analysis at highly reduced equipment costs with methods 

that can be preprogramed to eliminate the need for highly 

trained laboratory staff. While the use of nanomaterials and 

nanoelectrodes can provide an enhanced sensor response due 

to a number of factors, eg, increased electrocatalytic activity, 

increased charge transfer, increased surface area, and radial 

diffusion, there are also a number of drawbacks inhibiting 

the widespread uptake on a commercial level. In relation to 

nanomaterials, the long-term health and safety implications 

on humans and in the environment are largely unknown. 

While bulk materials such as gold may be inert and biocom-

patible, it is possible that nanometer sized particles may be 

toxic due to their size allowing for translocation within the 

body. In addition to this, the larger surface area can increase 

the likelihood of chemical reactions which may cause the 

formation of harmful free radicals. It is also unclear whether 

some of the more novel nanomaterials could be produced on a 

commercially sustainable scale while maintaining a satisfac-

tory size distribution. Another scalability concern would be 

the modification of electrodes with the desired nanomaterial. 

While modification may be facile on a laboratory scale, it is 

unlikely to transfer easily to a larger scale.

In this regard, nanoelectrodes can be considered an 

attractive alternative. While some nanoelectrodes, such 

as those fabricated using laser pulling technology may be 

fragile, more robust electrodes have been fabricated using 

photolithographic techniques. As these techniques are 

being routinely used within the microelectronics industry, 

it is clear that these electrodes may be fabricated on a large 

scale. Currently, standard photolithography allows for the 

fabrication of structures of ∼500–700 nm in width with other 

methods being required for smaller scale electrodes. E-beam 

lithography is one such method, but while the size reduction 

may offer favorable sensor performance it also increases the 

cost and time required for sensor fabrication.

Extreme ultraviolet  (EUV) lithography combined with 

immersion lenses has the potential to provide a faster and 

cheaper alternative but as of yet still faces a number of chal-

lenges preventing its widespread uptake.142 First, further 

development of EUV power sources is required. Current 

available lasers are of low power and thus longer processing 

times are needed. Another challenge remaining for EUV 

lithography is the need for the development of a suitably 

sensitive resist so that the finest resolution can be realized. 

Also, in order to ensure devices with a satisfactory reproduc-

ibility are fabricated a highly qualified defect free photomask 

is necessary. Fabricating such a mask with an acceptably low 

defect count can be challenging. The immersion aspect of 

this technique can also be problematic. Physical processing 

errors such as air bubbles in the liquid can be detrimental 

to final devices or ionization of the water by the EUV may 

cause damage to the photoresist.

Nanoimprint lithography (NIL) could offer low cost nano-

scale devices with a high throughput once a number of dif-

ficulties are overcome.143,144 For NIL, a suitable template must 

first be fabricated which can prove difficult at the nanoscale. 

E-beam lithography does offer the ability to produce these 

templates and, as they can be reused hundreds, or even thou-

sands of times (depending on the substrate), the cost and time 

consumption would no longer be a prohibitive factor. Once a 

suitable template has been fabricated, issues arise due to the 

contact nature of the technique. This increases the possibility 
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of the fine structures of the template being damaged during 

fabrication which would affect the reproducibility of sensor 

fabrication. Processing related problems also exist with NIL as 

the removal of residual resist can be difficult and if a thermal 

cure is used this can result in pattern distortion.

Nanometer scale bands can be fabricated using an etch-

ing process but these bands are recessed within wells which 

limits diffusion of analytes to the electrode surface. Another 

shortcoming of nanoelectrodes is the current range that 

they operate within. Measured currents are frequently in 

the nanoamp or picoamp range. As a result, a Faraday cage 

is often necessary to reduce or eliminate background noise 

contributions.

This review has highlighted recent advances in the 

application of nanoelectrochemistry for the development 

of analytical sensors. As the demand for smaller, faster, 

cheaper, and ultrasensitive qualification and quantification 

of samples rapidly increases, these methods provide a viable 

path toward the next generation of electrochemical sensors. 

Further advances in the synthesis of nanomaterials and the 

fabrication of discrete nanoelectrodes has the potential to 

benefit society in a broad scope of areas as discussed earlier, 

with the prospective for real-time point of care detection of 

analytes slowly being realized. A major challenge remaining 

for the commercial development of such applications is the 

requirement for a reproducible, low cost production process 

for nanomaterial based devices on an economically benefi-

cial scale while maintaining the accuracy achieved within a 

laboratory environment.
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