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Purpose: A risk assessment matrix is a widely used tool for analyzing, assessing and setting
priorities in risk management in many fields. This paper overviews critical variables,
advantages, disadvantages, strengths and weaknesses of this tool, according to the ISO
31000 risk management framework.

Results: Risk assessment is one of the key stages in the Risk Management Process and
involves specific steps: identifying hazards, analyzing and evaluating all possible risks.
Several methods are developed to assess risks in the literature. A risk matrix method, also
called “decision matrix risk assessment (DMRA) technique”, is a systematic approach used
to determine the risk level and to compare different risks and define which threats need to be
controlled first. The actors involved in risk assessment are called on to manage different
issues related to the choice of the most appropriate methodological approach, the assessment
of the adequacy of the existing control measures, the articulation of risk consequence
domains, the definition of the impact-consequences, the explanation of risk likelihood scales
and the development of a risk matrix.

Conclusion: We highlighted a number of recommendations in order to address these issues,
especially useful when healthcare organizations provide insufficient guidance on how to use
risk matrices as well as what to do in response to the existing criticisms on their use.
Keywords: healthcare risk analysis, risk matrix, consequences-likelihood analysis

Introduction

Risk is an essential part of everyday life and risks are unavoidable in any complex
program." A common definition of risk is “the chance of something happening that
will have an impact on the achievement of the stated organizational objectives”.? Risk
management is defined in the literature as “all the activities connected with hazard
identification, assessment, selection of appropriate responses and risk monitoring”.>
A general risk management scheme, within the international risk management stan-
dards ISO 31000, consist of a few key stages, namely: (i) organizational context
definition (ii) risk identification, (iii) risk analysis, (iv) risk evaluation, (v) risk
treatment, (vi) monitoring and review, and (vii) communication and consultation,
that covers the whole process (Figure 1).% In this scheme risk assessment is the term
that covers three successive stages: risk identification, risk analysis and risk
evaluation.” ® Risk identification is used to find, recognize and describe the hazard
that could affect the achievement of objectives.” Risk analysis is finalized to under-
stand the nature, sources and causes of the risks identified and to estimate the level of
risk; and risk evaluation is used to compare risk analysis results with risk criteria in
order to determine whether or not a specified level of risk is acceptable or tolerable
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Figure | Risk management process

and identifying where additional action is required.” Thus,
risk assessment allows decision-makers to determine, based
on the identified and analyzed risks, which risks will be
treated and with what priority, becoming a key part of the
decision-making process because it can help to identify
possible options for risk management, according to the
level of risk identified.”'” Risk management has become
one of the main objectives of individuals, organizations, and
governments in pursuing their goals since there is the pos-
sibility that things do not go as planned. Healthcare orga-
nizations are high-risk and highly complex with multiple
dimensions of mutual interdependence (professional, tech-
nological, organizational/managerial) and risk management
is very important, because even a low-risk event could have
serious consequences affecting patients, personnel, costs
and the hospital’s reputation. Risk assessment and risk
ranking tools have been developed in complex and high-
reliability and highly-resilient industries, such as nuclear
power generation, manufacturing and aviation have recently
been adopted in the healthcare sector, to specifically address

patient safety. There are different methods of analysis that
take into account two common parameters, presence of the
hazard and its severity, and they differ in how these two
factors are evaluated and combined to estimate the risk."!
One of these methodologies use a qualitative or semi-
quantitative risk assessment matrix to identify, assess and
rank the risks associated with threats and to determine
which threats need to be controlled first. The comparative
simplicity and apparent ease of use in this approach likely
contributed to widespread adoption, including a generic
international standard for risk assessment techniques in
support of risk management.'>'* In this context, hospital
staff are often called upon to decide whether given risks are
high or low, nevertheless participants need clear definitions
of what is considered “high” versus “low”.'” This critical
literature review highlights the key variables, advantages,
disadvantages, strengths and weaknesses of the whole risk
analysis phase for the healthcare organizations, engendering
a number of recommendations when risk analysis is con-
ducted using a risk matrix.
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Risk Analysis in Healthcare

Organization

In the broad based risk assessment process, the goal of risk
analysis is to realize and develop a better understanding of
the risk.® Risk analysis in healthcare involves considera-
tion of the sources of risk, their consequences and the
likelihood that those consequences may occur with patient
safety, persons involved in providing healthcare, the orga-
nization itself, in an effort to distinguish minor acceptable
clinical risks from the unacceptable major risks and to
provide data to assist the subsequent evaluation and treat-

ment of risks.”'®

Risk Matrix Method

A risk matrix method, also called “decision matrix risk
assessment (DMRA) technique”, is a systematic approach
used in risk assessment process to determine and to rank
the risk level, to compare different risks and to define
which threats need to be controlled first and to help mini-
mize the probability of potential risks. It responds to the
general principle that the risk level depends mainly on two
variables: severity of harm and occurrence probability of
this harm or likelihood.'? Easy to implement and graphi-
cally appealing, it can be applied even where data are
limited and does not require specialized expertise, repre-
senting a quick way to graphically recognize the issues of
the risk, the severity of the hazard and the frequency/
probability.'?!7®

Consequently, risk matrix has become a popular deci-
sion-support tool in both the public and private sectors,
frequently used also in healthcare organizations, because it
standardizes the process of grading the risk. It provides
a visualization for both presence of the likelihood of an
event occurring and its effects if the event occurs, giving
direct insight into the way these two elements contribute to
the overall risk, and this facilitates discussions amongst
stakeholders regarding the identified risks.'"'® A risk
matrix also assists the risk manager, the board and all risk-
owners to decide the priority level for corrective actions/
controls, necessary within the department/unit/facility,
depending on the score. Finally, a risk matrix also helps
to assess and document changes in risk before and after
control measures are implemented.”’

Risk Rating Estimation
The choice of the most appropriate methodological
approach to risk rating estimation is the first organizational

decision in risk analysis. Organizations can choose among
quantitative, qualitative and semi-quantitative methods.
The quantitative approach (Table 1) calculates numeric
values associated to each component that results after
risk evaluation.?' Therefore risk impact, risk probability
and risk level are determined in terms of numeric values.**
For example, risk levels for patient injury from a particular
medical procedure could be defined through the assess-
ment of the probability based on the historical frequency
or available statistical data and numerical values expres-
sive of the potential impact ranging from minor injuries to
severe trauma leading to the death.”

Unlike the quantitative ones, the qualitative methods
do not express the size of likelihood or the consequences
by means of figures (Table 2). The value of likelihood and
impact/consequence levels of a specific event are given by
description using a pre-defined rating scale.>> This gener-
ally implies an inaccurate determination of risk and it is
used in all those cases in which calculating the numerical
value of risks is impossible or difficult.?* For example,
when numerical data are inadequate or unavailable,
resources are limited (in terms of budget or expertise)
and time allowed is scarce, a single person or team, in
these cases, can collect information using structured inter-
views/questionnaires (also with experts in the area of
interest), specialist and expert judgments, evaluations

using multi-disciplinary  groups,
16,24

and benchmarking
methods.

Semi-quantitative risk assessment represents an inter-
mediary level between the textual evaluation of qualitative
and the numerical evaluation of quantitative risk assess-
ment, by ranking risks according to a predefined scoring
system (Table 3), allowing the information to be processed
quantitatively. This approach consents mapping the per-
ceived risks into categories, establishing a logical and
explicit hierarchy between categories, and reflecting the
order that should be followed in reviewing them.***
Comparing advantages and disadvantages (Table 4) of
the quantitative vs qualitative methods, the combination
of these two models can be a solution in healthcare. The
semi-quantitative method combines specific advantages of
each by decreasing their disadvantages, explaining their
diffusion in the healthcare organization, as suggested by
government guidelines and best non-governmental prac-
tices, although they have a limited ability to correctly
reproduce the risk assessments implied by quantitative

models.?*?°
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Table | Quantitative Analysis

Expectfed to occur in most 0,9 0,09 027 045
circumstances
i Will probably occur in 0.7 007 0.21 0.35 049
] most circumstances ’ ’ ’ ’ ¢
o
< Might occur occasionally | 0,5 0,05 0,15 0,25 0,35 0,45
o
(14 Could happen some time | 0,3 0,03 0,09 0,15 0,21 0,27
o
May happen only in
exceptional circumstances il 2L 08 Lt L fe
0,1 0,3 0,5 0,7 0,9
Injuries Minor injury Injury requiring Serious injury, Death or
requiring no first aid onI); medical hospital permanent
treatment or first anired treatment and treatment disabilit
aid q some lost time required Y
IMPACT
RISK EXAMPLE PROBABILITY IMPACT RISK LEVEL RISK GRADING
PATIENT INJURY 0,3 0,5 0,15 MODERATE
RISK GRADING COLORS
0,01-0,03 0,05-0,07 0,09-0,27 0,35-0,49
VERY LOW RISK LOW RISK MODERATE RISK HIGH RISK

The Categorization of the Matrix Inputs

(Impact/Consequences and Likelihood)
Impact/Consequences Analysis
Use of correct terminology is very important in risk
management: terms such as threat, risk, impact and
consequence are used, and often get confused. Threat
is the potential for harm (natural, accidental or inten-
tional), risk is the vulnerability to a threat, impact or
severity is a forceful or dramatic effect (refers to the
anticipated outcome of the risk if it occurs), and con-
sequence is the result of an effect.””-*® Therefore, for
instance, non-adherence to medical guidelines by the
staff (threat) could lead to physical harm to patients
(risk), patient death (impact) and, if frequent, could
lead to loss of hospital confidence in the local commu-
nity (consequence). In reality, the difference is not
always properly understood and impact and consequence
are used as synonyms. Some risks impact in a specific
area, while other risks have the potential to affect the
entire organization or even the system as a whole.
However, there may be multiple consequence categories
applicable to this risk.'®

To help users in estimating the severity of harm that
could result from each hazard, the Code of Practice

developed by Safe Work Australia recommends using
a consequence assessment questionnaire to assess how
severe the harm could be.?’ Risk management guidelines
suggest to estimate the severity of harm that could result
from each hazard considering: (i) what type of harm could
occur (psychological, physical, legal, financial, safety,
etc.); (ii)) how severe is the harm (death, serious injuries,
illness, extra observation or minor treatment, small loss of
budget, anxious, afraid, corruption, etc.); (iii) what factors
could influence the severity of harm (for example, the
height in case of fall, the concentration of a particular
substance, the age of the patient, the social culture for
the level of corruption, etc.); (iv) the number of people
exposed to the threat and how many could be harmed in
and outside the workplace; (v) the need to use specific
tools or processes to assess how severe the harm could be
(samples for testing or arranging noise exposure level
testing); and (vi) the multiple failure scenarios (for exam-
ple, poor quality health services provided can lead to bad
reputation).

In Additional File 1, consequences have been categor-
ized with a five-point scale: (i) insignificant/negligible, (ii)
minor, (iii) moderate, (iv) major, and (v) catastrophic. In
scoring impact, the anticipated outcome of the risk is from
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Table 2 Qualitative Analysis

IMPACT/CONSEQUENCE LEVELS
SLIGHT /
NEGLIGIBLE MINOR MODERATE MAJOR CATASTROPHIC
Injuries requiring Minor injury, Injuzergggllnng Serrllc;usséilglury, Death or
LIKELIHOOD DESCRIPTORS | no treatment or first alq only treatment and treatment permanent
first aid required . . disability
some lost time required
May happen
RARE / REMOTE Gl 17 VERY LOW VERY LOW LOW Low MODERATE
exceptional
circumstances
UNLIKELY Could happen VERY LOW LOwW MODERATE MODERATE MODERATE
some time
POSSIBLE / Might occur
OCCASIONALLY |  occasionally LOW MODERATE MODERATE MODERATE HIGH
Will probably
LIKELY occur in most LOW MODERATE MODERATE
circumstances
Expected to
ALMOST =
CERTAIN occur in most MODERATE MODERATE HIGH
circumstances
RISK EXAMPLE LIKELIHOOD IMPACT RISK GRADING
PATIENT INJURY UNLIKELY MAJOR MODERATE
RISK GRADING COLORS
VERY LOW RISK LOW RISK MODERATE RISK HIGH RISK

grade 1-5, with 5 indicating the most serious impact.” If
this standardization is not established risks cannot be
compared against each other and appropriately
prioritized.'> Each severity category has been an asso-
ciated to a meaning and to an example. Therefore, risk is
catastrophic if it causes death (impact of harm), while it
will be major if it causes major injury/long-term incapa-
city/disability, moderate if it causes moderate injury or
illness requiring professional intervention, etc. These cate-
gories can assist users in risk identification by providing
some examples of level of risk and they can be very useful
when different risks need to be communicated within the
organization. Assessors often understand that consequence
tables will never be perfect, or agreed on by everyone, but
acknowledging that if well constructed they allow useful
comparisons between diverse types of events.>’ The list of
a source of potential harm or damages (as the related risk

domains) in the assessment table is not exhaustive, and the

evaluators should be made aware of this. Furthermore, in
healthcare all risks cannot be foreseen and events that have
never happened before happen all the time.'” In this case,
it may not be possible to accurately predict the conse-
quence (but, also likelihood) of a risk. It is not necessary
to address each consequence category within the table,
nevertheless only the most important ones.'® Some risks
may result in more than one consequence, which also
affects different domains, such as the death of a patient
from an adverse event that results in sustained negative
publicity and local authority involvement.' In these cases,
a multi-risk analysis is required in order to determine the
total risk from several hazards, considering the possible
hazards and vulnerability interactions (i) could occur at the
same time or shortly after each other or (ii) without chron-
ological coincidence. The lack of available data, the fact
that single risks may refer to different time windows or the

necessity to consider different typologies of impacts make

Risk Management and Healthcare Policy 2021:14
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Table 3 Semi-Quantitative Analysis

IMPACT/CONSEQUENCE LEVELS
N:é:_?gly_E MINOR MODERATE MAJOR CATASTROPHIC
[ [2] [31 [4] [5]
Injury
Injuries requiring | Minor injury, r;llgirg;? Seré%usspilglury, Death or
LIKELIHOOD DESCRIPTORS no treatment or | first aid only treatment and treatment permanent
first aid required . disability
some lost required
time
May happen only - = = 7 =
R EIN (e e VERY LOW VERY LOW LOwW MODERATE MODERATE
circumstances
UNLIKELY Could happen 2 4 6 8 10
[2] some time VERY LOW LOW MODERATE MODERATE MODERATE
POSSIBLE / Might occur B 6 9 12 15
OCCASIONALLY [3] occasionally LOW MODERATE MODERATE MODERATE HIGH
LIKELY il pr.Obablyt 4 8 12 16
4] OCCOfINNOS LOW MODERATE MODERATE HIGH
circumstances
ALMOST CERTAIN Expeci:rt]e:]éc;toccur 5 10 15
[5] - MODERATE MODERATE HIGH
circumstances
RISK EXAMPLE LIKELIHOOD IMPACT RISK LEVEL RISK GRADING
PATIENT INJURY LIKELY [4] MAJOR [4] 16 HIGH
RISK GRADING COLORS
5-12
1-2 3-4 15-16
VERY LOW RISK LOW RISK MO';‘ESFT(ATE HIGH RISK

rankings difficult if not impossible, often requiring soft-
ware tools such as decision support system for mapping
multiple risk scenarios.”® If a risk affects more than one
area or domain, in the risk register it will be recorded in
the predominant category.'®

Likelihood/Probability Analysis

In risk assessment analysis, likelihood is an estimate of
the chance of an event or an incident happening, whether
defined, measured or determined objectively or subjec-
tively, therefore is typically referred to as probability.
Although these terms are often used interchangeably,
take
Likelihood is the chance of an event or something hap-

there are distinctions to into consideration.

pening, generally expressed qualitatively. Probability is
a quantitative or numerical measure of the chance of
something happening expressed as a percentage. Both
can be used successfully, but the distinction between
probability and likelihood is fundamentally important in

31

risk analysis.” Probability attaches to possible results

(that are mutually exclusive and exhaustive), while like-
lihood attaches to hypotheses, that unlike results, are
neither mutually exclusive nor exhaustive.*> In addition
to being described using the term probability, likelihood
can be described also in terms of frequency over a time
period. In this way, frequency is a measure of likelihood
expressed by the number of occurrences (eg, once
a month or once a year) of an event in a given time, or
a given number of observations. Like with consequences,
a likelihood scale is used in theory and practice to assess
the probability of the risk occurrence, providing analysts
with clearer descriptions of how often adverse conse-
quences will occur. In the semi-quantitative model, like-
lihood is usually measured on a five-point scale from 1 to
5, with 1 being the lowest possible rank and 5 being the
highest. In Table 5 numerical category is from 1 to 5 and
they have been assigned to textual descriptions of like-
lihood categories, where category 5 is the most severe or
the most probable or frequent.
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Table 4 Quantitative Vs Qualitative Analysis

Quantitative Method Qualitative Method

ADVANTAGES Quantitative approach calculates numeric values associated Prioritizes the risks and identifies areas for immediate
to risk impact, risk probability and risk level; improvement in addressing the vulnerabilities;
Provides a measurement of the impacts’ magnitude, which Allow the determination of areas of greater risk in short
can be used in the cost-benefit analysis of recommended time and without bigger expenditures;
controls; Analysis is relatively easy and cheap;
Its result is more objective and accurate (it obtain more Allows the covered entity to measure all potential impacts,
accurate image of risk), appears to be more easily whether tangible or intangible. For example, an intangible
understood by policy makers and others, gives the loss, such as a loss of public confidence or loss of credibility,
perception of ease and rapidity in achievement. can be measured using a high, medium or low scale.

DISADVANTAGES | Depending on the numerical ranges used to express the It does not provide specific quantifiable measurements of the
measurement, the meaning of the quantitative impact analysis | magnitude of the impacts, therefore making a cost-benefit
may be unclear, requiring the result to be interpreted in analysis of any recommended controls difficult;
a qualitative manner; Achieved results have general character, approximates, etc.
It would require great attention to the accuracy of data that
measure the risk;
The risks that are measured would be limited to the
availability of the quantitative data in hand;
intangible consequences of risks such as bad reputation or
negative media coverage can be problematic;
Analysis conducted with application of those methods is
generality more expensive, demanding greater experience
and advanced tools.

Main Limits assessments of the likelihood of occurrence and their

One of the most important issues is the difficulty to define
input scale unambiguously, even when scales have been
developed using the best available information, because
the scales of consequence or likelihood are equivalent. For
example, in a case where “unlikely” corresponds to a score
of “2” and “possible” corresponds to a score of “3,” the
distance between “unlikely” and “possible” is 1, but the
users may believe “unlikely” corresponds to the interval of
(10-20%) and “possible” to the interval of (21-50%).
Obviously, the lengths of the two intervals are not propor-
tionate with the scores “2” and “3.” As a result, ranking of
risks according to the products will be inaccurate.'?
Furthermore, the scale is very subjective and there tends
to be a significant variation between users, due to the
intrinsic qualitative nature of the matrix and different
background of knowledge or experience of the users.>”
Consequences and probability can still be difficult to
quantify because events may never have occurred before
or because, by their nature, they are extremely rare.
Consequently, a risk assessment not based on a purely
statistical basis and mathematical consequence assessment
necessarily requires subjective assessments to be made.?
Indeed, in these cases, it is important to consider that

impacts are subject to cognitive limitations that affect
human ability to interpret and evaluate information (sub-
jective assessment). Wall argues that subjective assessment
is subject to cognitive limitations which produces errors
and bias in the qualitative inputs of the risk matrices.'®
Different types of subjective evaluation errors are
identified:

e “Representativeness Heuristic”, when individuals are
more apt to classify an object based on how represen-
tative the object is of a certain class or group of objects,
with serious implications for probability assessment;

e “Availability Heuristic”, when individuals assess
the likelihood of an event by the ease with which
instances or occurrences come to mind, but three
factors produce serious prejudices: (i) Retrievability
= an event whose instances are easily retrieved
from memory (ie, witnessing an event first hand)
might appear more recurrent than an event of equal
frequency (for example, reading about it in the
newspaper); (ii) “Imaginability” = occurs when an
event in not stored in memory; (an assessor, in such
situations, evaluates the likelihood of the event on

Risk Management and Healthcare Policy 2021:14
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Table 5 Likelihood Scoring Table

Likelihood Likelihood Description Probability Frequency

Descriptors

RARE/REMOTE 1 THIS WILL PROBABLY NEVER HAPPEN/RECUR. WILL ONLY <5% ONCE IN MORE THAN 10
HAPPEN IN EXCEPTIONAL CIRCUMSTANCES YEARS OR NOT AT ALL

UNLIKELY 2 DO NOT EXPECT IT TO HAPPEN/RECUR BUT IT MAY DO SO | > 5% - 30% ONCE IN 5-10 YEARS

POSSIBLE/ 3 MIGHT HAPPEN OR RECUR OCCASIONALLY >30% - 70% ONCE IN 1-5 YEARS

OCCASIONALLY

LIKELY 4 WILL PROBABLY HAPPEN/RECUR, BUT IT IS NOT > 70-95% MONTHLY OR SEVERAL

A PERSISTING ISSUE/CIRCUMSTANCES TIMES A YEAR
ALMOST 5 WILL UNDOUBTEDLY HAPPEN/RECUR ON A FREQUENT > 95-100% | WEEKLY OR SEVERAL TIMES
CERTAIN BASIS A MONTH

the basis of the ease with which the event can be
constructed in its mind, does not reflect its actual
frequency); and (iii) “Illusory Correlation”, when
a belief held that two events are related when they
are not. When two separate variables are paired
together leads to an overestimation of how often
they co-occur in the future;

e “Anchoring and adjustment heuristic”, when an indi-
vidual does not know something or does not have
a correct answer, many times he starts with informa-
tion that he knows (an anchor) and then adjusts it
until an acceptable value is reached. The adjustment
may be insufficient and result bias.'®

Assessing the Value of Existing Measures
In analyzing risk, it is essential to consider the existing
control measures, because a failure of controls could lead
to an event. Knowing what controls are already in place,
and whether they are effective, could help identify what —
if any — further action is needed.”**

Each healthcare organization should have its own con-
trol effectiveness rating approach to guide the process and
how controls should be rated. Thus, the fundamental ques-
tions to consider are (i) what are the current control(s) in
place that would modify this risk? (ii) why is this control
important in modifying this risk? (iii) how effective is the
control at modifying this risk? and (iv) who is going to
assess whether the control is effective? This will allow the
organization to define its own control effectiveness, ratings
approach and assess whether the control is (i) effective (ii)
partially effective (iii) ineffective, and help make
a decision about what action is required or about addi-
tional investments.>> Healthcare organizations could use

the control assessment questions suggested by “The WA
Health Clinical Risk Management Guidelines” to assess
each control in place (related to the different degrees of
documentation, awareness, compliance and effectiveness
of each control in place) and the corresponding answers to
draw some assumptions on their level of adequacy
(Table 6).'°

Given that management’s assumptions about the
strength of internal control can influence the risk profile,
it needs to consider that (i) controls that cannot be rated
and are important should be assessed by a subject-matter
expert, (ii) controls rated as effective do not guarantee the
risk will not occur, and (iii) design of controls varies and
they can be preventative, detective and/or monitoring.*
Controls may include legislation, policies, procedures and
guidance material, staff training and required learning,
segregation of duties, audit, reviews, investigations, perso-
nal protective measures and equipment, devices and struc-
tural or physical barriers, checklists, templates, etc.***
Additional file 2 provides an example of how to consider
the control measures in place in risk management by
setting up an accurate risk register.

The Number of Cells in a Matrix and

Classification of Risk Levels

Identified the adequacy and effectiveness of the controls,
defined the likelihood of the risk occurring and its conse-
quence when occur, an assessment of the level of risk is
made by using risk matrix. A risk matrix is a two-
dimensional grid with the horizontal cells, representing
the likelihood that the potential consequences will occur,
while the vertical cells represent categories of severity of
those events.>® The intersecting cells allows for a relative
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ranking of different kinds of risks, and establishes
a baseline from which to measure progress and trends
over time."”

Risk scores are not intended to be precise mathema-
tical risk measurements. Rather, the same values are
traced to defined risk scales to generate the resulting
risk ratings or level. Matrices may have a different
design depending on the organization’s risk profile and
the desired number of cells depends on the consequence
and probability scales used. They most often use five-
point consequence and likelihood scales, giving 25 cells,
although other combinations (eg, 3%3, 6x6, 7x10) are
encountered and given that matrices with 3x3 scales
may not provide enough granularity to give useful
results, while 10x10 might deceive users into thinking
they give greater accuracy. It has been argued that
a 5x10 matrix could be used to analyze both negative
and positive consequences and their effects on
objectives.?®

The use of colors allows a faster assessment of the
levels of risk involved. Risk levels and related color
codes are classified based on their score or calculation,
as shown below the extent of damages can be formulated
in five levels: (1) Very high-risk level — red, (2) High-risk
level — orange, (3) Medium or moderate risk level — yel-
low, (4) Low-risk level — green, (5) Very low level — light
blue/green. The levels of description of likelihood of
occurrence can be expressed in percentages (Table 1) or
in semantic concepts (Tables 2 and 3). Risks that have the
same quantitative values should have the same qualitative
ratings and the same color. Cox states that a well-defined
risk matrix (including its coloring) shall fulfill three
axioms: (i) the weak consistency, (ii) the between-ness,
and (iii) the consistent coloring axiom.>’ The weak con-
sistency axiom requires that all risk points in the higher
rated cell should be quantitatively larger than any risk
point in a lower rated cell. In other words, the smallest
risk point in a higher rated cell should be quantitatively
larger than the largest risk point in a lower rated cell.*®> An
implication of this axiom is that any risk matrix that
satisfies weak consistency must have at least three colors
(green, yellow and red). Between-ness means that a small
change in the probability or impact that starts in the green
category and ends in a red category must pass through
a yellow risk category. Consistent coloring means that
risks that have the identical quantitative values should

have the same qualitative ratings and the same color.

Hazards Recognizing

Hazard is a source of potential harm or a situation with
potential to cause loss. It involves finding things and
situations that could potentially cause harm to people. In
this way, hazard identification is part of the process used to
assess whether a particular situation may have the poten-
tial to cause damage. Walking around regularly in the
workplace and observing how staff work or asking the
question “What if?” in brainstorming sessions are good
ways to predict what might go wrong.>*>° Organization’s
needs to be clear in understanding what they trying to
within  the
In risk management, some companies

achieve, in order to prevent risks
organization. '’
define consequence categories related to exposure to
a hazard for the fields of human health, environmental
damage, financial loss and publicity.”® While government
guidelines and best non-governmental practices for health-
care organization focus on patient safety, staff or public
harm), business

(physical/psychological continuity,

adverse publicity/reputation, finance and asset, etc.

Additional File 1 shows some of the main sources of

potential harm or harm (grouped in risk domains) that
a healthcare organization could recognize in the previous
risk identification phase, related to internal (eg, patient
experience) and external (for instance, adverse publicity/
reputation) risk factors suggested by cited government
guidelines.

Reliability of the Matrix for Decision
Making

To understand the nature, estimate the level of each risk
and provide the basis for risk assessment and correct
decisions, it is important to know all limits of the risk
matrix because they affect the reliability of the information
provided. Pitfalls exist for unwary users of risk matrices.'’
If the risk matrices are not designed in a scientific way, the
assessment of the evaluated risk is not credible.’
Notwithstanding with its wide application, an increasing
number of authors have highlighted, analyzed, and dis-
cussed the limitations and inconsistencies of the risk
matrix approach, related differently to the design, the use
and the impact on risk management decisions.

Wall argues that cognitive limitations that affect human
ability to interpret and evaluate information, could produce
errors and bias correlated to assessment of the risk matrix
input: the impact-severity-consequence and the likelihood-
probability-frequency.'® Duijm considers the number of
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Table 6 Control Assessment Questions and Adequacy

CONTROL ASSESSMENT
DESCRIPTION CONTROL ASSESSMENT QUESTIONS ADEQUACY
DOCUMENTED AWARENESS COMPLIANCE | EFFECTIVENESS | SCORE
IS THE CONTROL DOES THE
Risk | MEASURE IS THE WELL CONTROL TRAP I
INPLACE |  cONTROL’S COMMUNICATED | 'S THE CONTROL | = \7q 1 ARGETS LEVEL | DESCRIPTOR
DOCUMENTATION | TO THE PEOPLE 'MF;C\’{?;'\BSLSE,TO CONSISTENTLY | YES |NO
UP TO DATE? THAT NEED TO ' (L.E. 100% OF THE
KNOW? TIME)?
1 A ves | no | ves | no | ves | no | ves | no | 4 | o _
2 B YES NO YES NO YES NO YES NO 8] 1 A ADEQUATE
3 C YES NO YES NO YES NO YES NO 2 2 Q QUESTION MARK
4 D YES NO YES NO YES NO YES NO 1 8]
5] E YES NO YES NO YES NO YES NO 0 4

discrete categories of consequence and likelihood used in
risk matrices and “the use of universal or corporate stan-
dard risk matrix in a different context”, as an intrinsic
disadvantages of risk matrices in the absence of adequate
user education or training.*® Peace argues that biases and
competence of decision makers, are related to the same
uncertainties applying to matrix designers as well as users
and identifies limits in two sources of uncertainty link to
(1) design of the risk matrix and (ii) in the use of the risk
matrix.’® The information adequacy and reliability are
mainly related to the descriptions of the consequences
and likelihood used by the designer of the matrix. Peace
also suggests that risk matrix is only a part of a wider
process.”® Decisions based totally on the matrix can induce
risk assessors to make subjective and arbitrary judgments,
making any risk assessments of questionable value.
Therefore, combining the information derived from map-
ping with that concerning the control measures judged
critical could make the risks control activity in place
more adequate and reliable. Cox argues that effective risk-
based on the
categories provided by risk matrices but require further

reducing countermeasures cannot be

quantitative information, about budget constraints and
about interactions among countermeasures.”’

Other biases involve risk score calculation.* Since the
matrix is symmetric, there will be identical risk severity
values for different probabilities and consequences combi-
nations (P =1, C =5, R =5, we will have the same result
by inverting the factors P =5, C = 1, R = 5). Cox defines

this as a ranking error.”’ It means that risk matrices can
mistakenly assign higher qualitative ratings to quantita-
tively smaller risks, leading to worse-than-random deci-
sions. Furthermore, Chunbing argues that risk aversion
attitudes in people may confuse results in risk matrices.*
Risk aversion in risk matrices is explained by the concept
that in the risk score, the consequence has greater weight
with respect to likelihood. Consequently, an event with
low probability but high impact will have an assigned
higher risk value than a high probability-low consequence
event, even when the expected loss for both events is the
same, despite the matrix being symmetrical (P x C = C x
P).* Cox stated that a reliable matrix should not use too
many colors, which must be at least three (for the
Between-ness axiom) and not more than five, according
to Peace.’*” While Duijm believes that when numerical
risk scores and colors are used in a matrix to define the
level of risk, this may be problematic if there is incon-
sistency between coloring and the numerical risk scores.>
Therefore, he recommends applying the axioms of consis-
tency as formulated by Cox.>’ This issue concerning risk
categorization is also described by Li et al'>. Users also
need to know that risk matrices make it difficult to com-
bine or compare the impact of a single event on different
risk areas (ie, patient injury and reputation), just as it is
difficult to combine the risk of more hazards arising from
a single activity.’® Peace argues that further sources of
uncertainty come from interpretation of words used in
the descriptions of consequences and their likelihood by
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users, potentially quite different from those intended by
the author of a risk matrix.2® Moreover, he claims that
“many uncertainties applying to matrix designers and
users will also apply to decision makers using matrix-
based results alone to aid their decisions”. In an attempt
to overcome biases and competence of decision makers in
evaluating the results of a matrix-based risk analysis,
Peace recommends to compare the level of risk set by
risk matrix with the risk criteria previously set by the
organization. In absence of these risk criteria, the informa-
tion provided by the matrix results may be misapplied.*®

Considering the limits that can significantly affect the
judgments in decision and risk analysis from experts, the
hazard is that hospitals may use the matrix as measure-
ment and the evaluation tool rather than as a simple visua-
lization tool, unwittingly ignoring all its limitations.
Probably, the greatest risk for healthcare organizations is
the “biases and competence of a risk matrix designer”.
When the designer lacks knowledge of matrix design
principles and pitfalls and is unfamiliar with relevant
events in the sector, organization or elsewhere, the most
common mistake is to take a matrix from another organi-
zation without trying to adapt or tailor it to an organiza-

tional characteristic.?®

Moreover, the use of a single
corporate matrix should be avoided since it is difficult to
find a common matrix that universally applies to
a multiplicity of events relevant to an organization. An
effective risk matrix for decision-making should be
designed to be appropriate for specific circumstances.
Tolerable risk at company level could be unacceptable at
departmental level and, judged even more catastrophic at

the organizational level.*

Response to the Identified Problems
Many authors have proposed different solutions to over-
come the risk matrix limitations. Markowski and Mannan
describe a procedure for developing a fuzzy risk matrix
that may be used for emerging fuzzy logic applications in
different safety analyses in order to model the uncertain-
ties associated with severity and probability of harm
concepts.*! Similarly, Gul and Guneri proposed a fuzzy
approach enabling experts to use linguistic variables to
deal with shortcomings of a crisp risk score calculation
and to decrease the inconsistency in decision risk making,
weighted the likelihood and severity parameters by using
Fuzzy Analytic Hierarchy Process (FAHP).*® They, also,
use the same approach (FAHP) in weighing five risk para-
meters: severity, occurrence, undetectability, sensitivity to

maintenance non-execution, and sensitivity to personal
protective equipment non-utilization in a case study car-
ried out in a leading hospital in Turkey-*> Ni et al propose
some arithmetic extensions on risk matrix approach, estab-
lish a risk-matrix-style assessment framework capable to
overcome its inherent limitations.*> Ruan et al suggest
a risk matrix establishment approach that integrates risk
attitudes based on utility theory, introducing utility func-
tions to describe risk attitudes of project decision
makers.** Duijm provides a number of recommendations
related to: (i) coloring, whereby the requirement of
between-ness, defined by Cox, needs to be fulfilled by
coloring the matrix, if the purpose of the risk matrix is to
address risk acceptance, and numerical (ordinal) scores
shall not be in conflict with the colors applied in the risk
matrix; (ii) the choice of (basically) logarithmic scales for
both consequence and likelihood, which enables the cover-
ing of several orders of magnitude of likelihood and con-
sequence (in this case risk scores are appropriately defined
by adding the ordinal numbers of the consequence and
likelihood category); (iii) to define, in risk aggregation,
rules for moving the aggregated likelihood of several
single events with similar outcomes (consequences) to
the next likelihood category; (iv) avoid using standardized
corporate risk matrices; and (v) the use of the continuous
probability consequence diagram, that use continuous
scales instead of discrete categories, as an alternative to
the risk matrix.>’° Goerlandt made some new proposals
on how to represent uncertainty in risk diagrams in prac-
tical applications, after reviewing the strengths and weak-
nesses of the existing proposals representing uncertainty in
probability-consequence diagrams.*> He suggests some
modifications to the probability-consequence diagrams
with prediction intervals and strength-of-evidence assess-
ments proposed by Aven, Reniers and Abrahamsen et al-
4647 Aven suggests to improve risk characterization by
introducing knowledge dimension of risk in the related
formula.*® In brief, a risk is characterized by some speci-
fied consequences and an uncertainty measure (interpreted
in a wide sense), in addition to the knowledge that sup-
both
Therefore, he proposes an extended risk matrix approach

ports input (consequences and uncertainty).
that include a third strength of knowledge dimension and
some assumptions which support the analysis, aimed to
guide risk analysts and practitioners in managing risk.
The American Society for Healthcare Risk
Management (ASHRM) considers the possibility of

added “velocity” (time to impact) to likelihood and
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impact.’” Li et al propose the “Sequential Updating
Approach” (SUA) to overcome the limits of traditional
risk matrix, based on “Adjusted Weak Consistency”,
“Consistent Internality” and “Continuous Screening”."
The latter three constitute the principles that characterize
a good rating scheme of a risk matrix in a reliable way. He
suggests a global rating algorithm to create the design that
with
a hypothetical case the feasibility of the approach, where

satisfies the three principles and explains
the decision makers must assess some project risks with
the same type of consequence, but they do not have
sufficient data on the risks to decide how prioritize these
risks. Specifically for health care organizations, Card et al,
in a study concerning a content analysis of risk manage-
ment strategies, policies, and procedures at all acute, men-
tal health, and ambulance trust (in the East of England area
of the National Health Service) found (a) an almost com-
plete lack of useful guidance to promote good practice in
risk control at the organizational-level and (b) a number of
weaknesses in the use of risk matrix, especially related to
likelihood.*

Consequently, they provided a number of recommenda-

the guidance for scoring an event’s
tions to address these issues, mainly related to the metho-
dological approach (every healthcare organization is
required to develop a comprehensive framework for the
risk control process, providing tools and techniques to
operationalize such a framework) and on how to manage
risk that originates several consequences in multiple
domains. Relating to the general practice of a single like-
lihood-consequence pairing, thirdly, they suggest: (i) mov-
ing away from the use of timeframe-based likelihood
guidance, (ii) explicitly defining reference groups for prob-
ability-based likelihood guidance, (iii) evaluating two
reference groups to achieve a more complete understand-
ing of the likelihood for the population at risk and the total
patient population and (iv) to develop within NHS
a process finalized to define standards minimum of like-
lihood scores to be assigned for a given probability, in
order to reduce the very large variation there was in the
scores assigned to a given probability by health organiza-
tion. Kaya et al, and likewise Card et al, examine risk
matrices used in acute hospitals in England and the gui-
dance provided by organizations for their use.'”* The
findings revealed a large variety of risk matrices used,
mainly, related to the (i) risk matrix size (eg, a 3x3 or
5x5 matrix), (i) matrix type (as being symmetrical or
asymmetrical), and (iii) number of color bands and the
risk ratings for each band, that might increase the chance

of risk misprioritization. Additionally, findings show that
hospitals may provide insufficient guidance on likelihood
and consequence ratings as well as what to do in response
to the existing criticisms of risk matrices. Thus, they
provide some suggestions for English acute hospitals as
following. In estimating the risk score, they recommend:
a) to also consider the strength of knowledge of the asses-
sors supporting the likelihood and judgement consequence
(by using three dimensional risk matrices), in addition to
the two classic inputs (likelihood and consequence); b) to
introduce guidance on what to do when a risk has several
consequences in multiple domains and to clarify how risk
should be scored where a range of consequences could
occur with different likelihoods; c) to explain which like-
lihood scoring scheme (ie, nominal, time-framed, and
probability) should be used and in which circumstances
and how to prioritize risks that have achieved the same
score; and d) to remind to risk assessors that risk matrix is
just one of several methods designed to support their
decisions and not to make decisions directly and that in
risk prioritization additional factors, as organizational
objectives, detectability legislation, and the resources
needed to implement any risk controls, must be taken
into consideration. Finally, consider that risk scores
might not reflect the real risk rating and, therefore,
a balanced and unbiased professional and subjective judg-
ment is recommended in risk decision making.

Discussion and Conclusions

Identifying the magnitude of a risk means understanding
the consequences that could result if that threat occurs, in
order to separate the acceptable minor clinical risks from
those judged unacceptable Ranking a risk by multiplying
consequences for likelihood is a simple way to assign
a numerical value to each risk. Risk matrix becomes
a useful tool to assess the likelihood, the consequence
levels and determine whether the risk rating is very low
or extreme. It also assists the team to prioritize which risk
needs to be addressed first. However, performing a risk
analysis needs to consider the biases that characterize the
whole phase and, in particular, those that affect the design
and use of risk matrices. When designing matrices one
needs to consider that designers could lacks knowledge of
matrix design principles and pitfalls, because different
choices can lead to rather different risk matrix representa-
tions and, consequently, to diverse risk acceptance deci-
sions. Existing controls also need to be considered because
they influence the likelihood estimation and how risk is

https:

2908

Dove!

Risk Management and Healthcare Policy 2021:14


https://www.dovepress.com
https://www.dovepress.com

Dove

Pascarella et al

rated. Many authors describe problems in using risk matrix
that can mislead risk evaluators, misinform decision risk
makers or result in wrong analyses, while some authors
suggest a matrix adds little value to risk management. In
effect, while the matrix describes the consequences and
probabilities of a risk, its spaces are linked to the judgment
of the designer and user. Peace claims that few matrix
designers or users have been trained or supervised in the
design or use of a risk matrix and may not understand
those uncertainties.”® Duijm asserts that risk matrices gen-
erate uncertainty and ambiguity in the results, but they are
so widespread that it becomes difficult to curtail their
use.>® For these reasons, we also think that it is more
productive to highlight its limits and to make designers,
risk assessors and decision makers aware of these difficul-
ties rather than discouraging their use. According to the
Food and Agriculture Organization, the choice of the style
of the matrix depends on the team’s preference.”> Colors
serve as a visual tool to stimulate discussion and help team
members agree on a level of risk. So, for some events,
where information is limited and the overall level of risk is
obvious, the matrix may not be needed. Healthcare orga-
nizations do not shirk this logic and as shown by Card
et al, none of them support their working groups through
suitable organizational-level guidance to support risk con-
trol practice. In our opinion, the critical issues related to
the use of risk matrices could be unknown not only to
designers and users, as well as healthcare organizations, in
order to manage and govern risk.*’ However, we do not
have data to support this conclusion, although Card’s et al
and Kaya’s et al work seem to provide some clues.'*
Limiting the analysis to Italy, it would be interesting to
know if and how much this framework has spread among
the Italian healthcare organizations and if the actors are
aware about intrinsic limits in the risk matrix use. It seems
useful to recall that the Italian National Anticorruption
Authority (ANAC) guidelines, which suggested this fra-
mework for the corruption risk management in the public
administration, including healthcare organizations. In par-
ticular, ANAC proposed an initial semi-quantitative
approach (between 2014 and 2020) and then a more recent
qualitative approach (starting in 2021). Without evidence
supporting the effectiveness, or not, of the risk matrix in
the anti-corruption framework, our experience in the hos-
pital suggests certain caution. Furthermore, given that
healthcare organizations have become familiar with this
framework, one can imagine its extension to other
domains, if not already done. Another limitation of our

paper is that we reviewed only secondary literature related
to risk analysis according to ISO 31000 risk management
framework.

Risk matrices are extensively applied and suggest risk
management guidance for healthcare organizations, per-
haps because not all evaluators have the necessary skills
and knowledge to propose risks analysis through more
sophisticated techniques. Consequently, they represent
a widely accepted solution to ensure rapid responses and
some quick results in risk management by health organiza-
tion. Each organization is called to develop (or help to
develop) one or more questionnaires in order to ensure
more accurate risk level calculation by considering the
category of likelihood against the category of consequence
severity. The overall level of risk assigned to an event
helps identify the urgency and extent of the control mea-
sures needed. Consequently, different control measures
will be put in place to counter it, with a different urgency
level. In conclusion, developing and maintaining an effec-
tive risk culture requires knowledge, understanding and
skills. All staff undertaking risk assessment must be pro-
vided with risk assessment training in line with the stan-
dards and organizational challenge, to increase basic
awareness and allows you to identify and manage risks
in your units, encouraging adequate advance planning of
potential risks.
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