Contents | Zoomin | Zoom out For navigation instructions please click here Search Issue | Next Page

IEEE November 2011, Vol. 49, No. 11

= =

: -~ WWW.COmsoc.org MA GAZINE

_ . The Internet of Things
QQ * Automotive Networking
*Consumer Communications

s Joward Next-Generation PONs
1

-\l

IEEE COMMUNICATIONS SOCIETY,

GLOBAL COMMUNITY OF COMMUNICATIONS PROFESSIONALS % .

2012 MEMBERSHIP.

Don’t miss a single issue of IEEE Communications Magazine
Renew your IEEE Communications Society membership Today!

'or Al -

www.ieee.org/renew

/4

4

. ~Z J‘:_ blicatiol n of - _I > [EE - e
. .. el e be rotimes --:-=_-.-_,:..-_ . \. >
..r_'\ . i . - e LS o’
Contents | Zoom'in | Zoom out - SZIEEVIEIEININ NI NNEE AWM - Search fssue | Next Page



Previous Page | Contents

| Zoomin | Zoomout | Front Cover | Search Issue | NextPage

Director of Magazines
Andrzej Jajszezyk, AGH U. of Sci. & Tech. (Poland)
Editor-in-Chief
Steve Gorshe, PMC-Sierra, Inc. (USA)
Associate Editor-in-Chief
Sean Moore, Centripetal Networks (USA)
Senior Technical Editors
Tom Chen, Swansea University (UK)
Nim Cheung, ASTRI (China)
Nelson Fonseca, State Univ. of Campinas (Brazil)
Peter T. 8. Yum, The Chinese U. Hong Kong (China)

Technical Editors
Sonia Aissa, Univ. of Quebec (Canada)
Mohammed Atiquzzaman, U. of Oklahoma (USA)
Paolo Bellavista, DEIS (Italy)
Tee-Hiang Cheng, Nanyang Tech. U. (Rep. Singapore
Sudhir 8. Dixit, Hewlett-Packard Labs India (India)
Stefano Galli, ASSIA, Inc. (USA)

Joan Garcia-Haro, Poly. U. of Cartagena (Spain)
Admela Jukan, Tech. Univ. Carolo-Wilhelmina zu
Braunschweig (Germany)

Vimal Kumar Khanna, mCalibre Technologies (Indial
Janusz Konrad, Boston University (USA)
Deep Medhi, Univ. of Missouri-Kansas City (USA)
Nader F. Mir, San Jose State Univ. (USA)
Amitabh Mishra, Johns Hopkins University (USA)
Seshradi Mohan, University of Arkansas (USA)
Glenn Parsons, Ericsson Canada (Canada)
Joel Rodrigues, Univ. of Beira Interior (Portugal)
Jungwoo Ryoo, The Penn. State Univ.-Altoona (USA
Hady Salloum, Stevens Institute of Tech. (USA)
Antonio Sanchez Esguevillas, Telefonica (Spain)
Dan Keun Sung, Korea Adv. Inst. Sci. & Tech. (Korea)
Danny Tsang, Hong Kong U. of Sci. & Tech. (Japa.n)

Chonggang Wang, InterDigital Commun., LLC (USA|

Alexander M. Wyglinski, Worcester Poly. I.rlshh.m:: (USA]
Series Editors
Ad Hoc and Sensor Networks

Edoardo Biagioni, U. of Hawaii, Manoa (USA)

Silvia Giordano, Univ. of App. Sci. (Switzerland)
Automotive Networking and Applications

‘Wai Chen, Telcordia Technologies, Inc (USA)

Luca Delgrossi, Mercedes-Benz R&D N.A. (USA)
Timo Kosch, BMW Group (Germany)
Tadao Sa.n.o, University of Tokyu (Japan)
Ci icatons and N
Madjid Mcrabtl., Liverpool John Moores U, (U'K)
Mario Kolberg, University of Sterling (UK)
Stan Moyer, Telcordia (USA)
Design & Implementation
Sean Moore, Avaya (USA)
Sah'alnrc Loreto, Ericsson Research (leaml)
1 Circuits for C ications
Charles Chien (USA)

Zhiwei Xu, 85T Communication Inc. (USA)
Stephen Molloy, Qualcomm (USA)
Nemwork and Service Management Series
George Paviou, U. College London (UK)
Aiko Pras, U. of Twente (The Netherlands)
Networking Testing Series
Yingdar Lin, National Chiao Tung University (Taiwan)
Erica Johnson, University of New Hampshire (USA)
Tom McBeath, Spirent Ce ications Inc. (USA)
Eduardo Joo, Empirix Inc. (USA)

Topics in Optical Communications
Hideo Kuwahara, Fujitsu Laboratories, Ltd. (Japan)
Osman Gebizlioglu, Telcordia Technologies (USA)
John Spencer, Optelian (USA)

Vijay Jain, Verizon (USA)

Topics in Radio Communications
Joseph B. Evans, U. of Kansas (USA)

Zoran Zvonar, MediaTek (USA)
Standards
Yoichi Maeda, NTT Adv. Tech. Corp. (Japan)
Mostafa Hashem Sherif, AT&T (USA)
Columns
Book Reviews
Piotr Cholda, AGH U. of Sci. & Tech. (Poland)
History of Communications
Steve Weinsten (USA)

Regulatory and Policy Issues
I. Scott Marcus, WIK (Germany)

Jon M. Peha, Camegie Mellon U. (USA)
Tec Leaders' Forum
Steve Weinstein (USA)

Very Large Projects
Ken Young, Telcordia Technologies (USA)
Publications Staff

Joseph Milizzo, Assistant Publisher
Eric Levine, Associate Publisher
Susan Lange, Online Production Manager
Jennifer Umcllu, Production Specialist
Catherine Kemelmacher, Associate Editor

IEEE
@ IEEE E Sauomoe

IEEE o 'I-
MAGAZINE
November 2011, Vol. 49, No. 11

WWW.COMSOC.0rg/~Ci

THE INTERNET OF THINGS
GUEST EDITORS: JUN ZHENG, DAVID SIMPLOT-RYL, CHATSCHIK BISDIKIAN, AND HUSSEIN T. MOUFTAH

30 GUEST EDITORIAL
32 MoBILE CROWDSENSING: CURRENT STATE AND FUTURE CHALLENGES

The authors examine a category of applications they term mobile crowdsensing,
where individuals with sensing and computing devices collectively share data and
extract information to measure and map phenomena of common interest.

RAGHU K. GANTI, FAN YE, AND Hul LEI

A0 SPITFIRE: TOWARD A SEMANTIC WEB OF THINGS

The authors describe their vision and architecture of a Semantic Web of Things:

a service infrastructure that makes the deployment and use of semantic applications
involving Internet-connected sensors almost as easy as building, searching, and
reading a web page today.

DENNIS PFISTERER, KAY ROMER, DANIEL BIMSCHAS, OLIVER KLEINE, RICHARD MIETZ,

CUONG TRUONG, HENNING HASEMANN, ALEXANDER KROLLER, MAX PAGEL, MANFRED HAUSWIRTH,
MARCEL KARNSTEDT, MYRIAM LEGGIERI, ALEXANDRE PASSANT, AND RAY RICHARDSON

50 M2M-BASED METROPOLITAN PLATFORM FOR IMS-ENABLED ROAD TRAFFIC

MANAGEMENT IN lOT

The authors investigate the possibility of implementing M2M solutions on top of
currently available, mature, and production-level solutions.

Luca FoscHINI, ANTONIO CORRADI, TARIK TALEB, AND DARIO BOTTAZZI

58 A SURVEY ON FACILITIES FOR EXPERIMENTAL INTERNET OF THINGS RESEARCH

The authors identify requirements for the next generation of loT experimental
facilities. While providing a taxonomy, they also survey currently available research
testbeds, identify existing gaps, and suggest new directions based on experience
from recent efforts in this field.

ALEXANDER GLUHAK, SRDJAN KRCO, MICHELE NATI, DENNIS PFISTERER, NATHALIE MITTON,
AND TAHIRY RAZAFINDRALAMBO

68 SMART COMMUNITY: AN INTERNET OF THINGS APPLICATION

The authors introduce an Internet of Things application, smart community, which
refers to a paradigmatic class of cyber-physical systems with cooperating objects
(i.e., networked smart homes).

XU L, RONGXING LU, XIA0HUI LIANG, XUEMIN (SHERMAN) SHEN, JIMING CHEN, AND XIAODONG LIN

PassIVE OPTicAL NETWORKS (PONS):

TowARD NEXT-GENERATION PONS
SERIES EDITORS: OsSMAN S. GEBIZLOGLU, HIDEO KUWAHARA, VUAY JAIN, AND JOHN SPENCER

76 SERIES EDITORIAL
78 PERFORMANCE OF 10G-EPON

Due to the number of technical changes introduced to 10G-EPON when compared
with 1G-EPON, the obtained performance figures are substantially different from
those of its predecessor. The results presented in this article have been obtained
through an analytical model and confirmed by detailed simulation.

RAJESH RoY, GLEN KRAMER, MAREK HAIDUCZENIA, HENRIQUE J. SILVA

26 DyYnNamIC SPECTRUM MANAGED PASSIVE OPTICAL NETWORKS

The authors introduce the idea of employing dynamic spectrum management to
passive optical network systems.
NING CHENG, GUO WEI, AND FRANK EFFENBERGER

9/ TOWARD GREEN NEXT-GENERATION PASSIVE OPTICAL NETWORKS

Next-generation passive optical network, which is considered one of the most
promising optical access networks, has notably matured in the past few years and is
envisioned to massively evolve in the near future. This trend will increase the power
requirements of NG-PON and make it no longer coveted. The authors provide a
comprehensive survey of the previously reported studies on tackling this problem.
A novel solution framework is then introduced.

AHMAD R. DHAINI, PIN-HAN HO, AND GANGXIANG SHEN

Previous Page | Contents

IEEE Communications Magazine * November 2011

| Zoomin | Zoomout | Front Cover | Search Issue | Next Page




Previous Page | Contents

| Zoomin | Zoomout | Front Cover | Search Issue | NextPage

i

2011 Communications Society
Elected Officers
Byeong Gi Lee, President
Vijay Bhargava, President-Elect
Mark Karol, VP-Technical Activities
Khaled B. Letaief, VP-Conferences
Sergio Benedetto, VP-Member Relati
Leonard Cimini, VP-Publications

Members-at-Large
Class of 2011
Raobert Fish, Joseph Evans
Nelson Fonseca, Michele Zorzi
Class of 2012
Stefano Bregni, V. Chan
Iwao Sasase, Sarah K. Wilson
Class of 2013
Gerhard Fettweis, Stefano Galli
Robert Shapiro, Moe Win

2011 IEEE Officers
Moshe Kam, President
Gordon W. Day, Fresident-Elect
Roger D. Pollard, Secretary
Harold L. Flescher, Treasurer
Pedro A. Ray, Past-President
E. James Prendergast, Executive Director
Nim Cheung, Director, Division IIT

IEEE COMMUNICATIONS MAGAZINE (ISSN 0163-
6804) is published monthly by The Institute of
Electrical and Electronics Engineers, Inc.
Headquarters address: IEEE, 3 Park Avenue, 17th
Floor, New York, NY 10016-5997, USA; tel: +1-212-
T05-8900; http:/fwww.comsoc.org/ci. Responsibility for
the contents rests upon authors of signed articles and
not the IEEE or its members. Unless otherwise speci-
fied, the IEEE neither endorses nor sanctions any posi-
tions or actions espoused in JEEE Communications
Magazine.

ANNUAL SUBSCRIPTION: $27 per year print subscrip-
tion. $16 per year digital subscription. Non-member print
subscription: $400. Single copy price is $25.

EDITORIAL CORRESPONDENCE: Address to: Editor-
in-Chief, Steve Gorshe, PMC-Sierra, Inc., 10565 S.W.
Nimbus Avenue, Portland, OR 97223; tel: +(503) 431-
7440, e-mail: steve_gorshe@pme-sierra.com.

COPYRIGHT AND REPRINT PERMISSIONS:
Abstracting is permitted with credit to the source. Libraries
are permitted to photocopy beyond the limits of U.S.
Copyright law for private use of patrons: those post-1977
articles that carry a code on the bottom of the first page pro-
vided the per copy fee indicated in the code is paid through
the Copyright Clearance Center, 222 Rosewood Drive,
Danvers, MA 01923. For other copying, reprint, or republi-
cation permission, write to Director, Publishing Services,
at IEEE Headquarters. All rights reserved. Copyright © 2011
by The Institute of Electrical and El ics Engineers, Inc.
POSTMASTER: Send address changes to [EEE
Communications Magazine, 1EEE, 445 Hoes Lane,
Piscataway, NJ 08855-1331. GST Registration No.
125634188, Printed in USA. Periodicals postage paid at New
York, NY and at additional mailing offices. Canadian Post
International Publications Mail (Canadian Distribution)
Sales Agreement No. 40030962. Return undeliverable
Canadian addresses to: Frontier, PO Box 1051, 1031 Helena
Street, Fort Eire, ON L2A 6C7

SUBSCRIPTIONS, orders, address changes — IEEE
Service Center, 445 Hoes Lane, Piscataway, NJ
08855-1331, USA; tel: +1-732-981-0060; e-mail:
address.change@ieee.org.

ADVERTISING: Advertising is accepted at the dis-
cretion of the publisher. Address correspondence to:
Advertising Manager, IEEE C ications Magazi
3 Park Avenue, 17th Floor, New York, NY 10016.

SUBMISSIONS: The magazine welcomes tutorial or
survey articles that span the breadth of communica-
tions. Submissions will normally be approximately 4500
words, with few mathematical formulas, accompanied
by up to six figures and/or tables, with up to 10 careful-
Iy selected references. Electronic submissions are pre-
ferred, and should be itted through M ipt
Central http://mc. iptcentral.com/co g-icee.
Instructions can be found at the Tollowing: hitp:/dLcom-
soc.org/livepubs/cil/info/sub_guidelines.html. For further
information contact Sean Moore, Associate Editor-in-
Chief (smoore-phd@ieee.org). All submissions will be
peer reviewed.

ToriCS IN AUTOMOTIVE NETWORKING
SERIES EDITORS: FALKO DRESSLER, OZAN K. TONGUZ, WAI CHEN, Luca DELGROSSI, TiIMO KOSCH,
AND TADAO SAITO

) SERIES EDITORIAL

BIOLOGICALLY INSPIRED SOLUTIONS TO FUNDAMENTAL TRANSPORTATION PROBLEMS

The author shows that a biologically inspired approach could solve some fundamental

transportation problems via a self-organizing traffic management paradigm.
Ozan K. ToNGUZ

UV-CAST: AN URBAN VEHICULAR BROADCAST PROTOCOL

While there are several existing broadcast routing protocols for highway VANETSs, very

few solutions exist for urban VANETs. The authors attempt to fill this gap.
WANTANEE VIRIYASITAVAT, OzAN K. TONGUZ, AND FAN Bal

SLOTSWAP: STRONG AND AFFORDABLE LOCATION PRIVACY IN INTELLIGENT
TRANSPORTATION SYSTEMS

Public acceptance, and thus the economic success, of an ITS is highly dependent on
the quality of deployed privacy mechanisms. In general, neither users nor operators
should be able to track a given individual. One approach to facilitate this is the usage

of pseudonym pools.

DaviD ECKHOFF, REINHARD GERMAN, CHRISTOPH SOMMER, FALKO DRESSLER, AND TOBIAS GANSEN

IMPLEMENTATION AND EVALUATION OF SCALABLE VEHICLE-TO-VEHICLE SAFETY
CoMMUNICATION CONTROL

134

The authors describe the evaluation of a transmission control protocol that adapts the

message rate and transmission power for V2V safety communications.
CHING-LING HUANG, RAJA SENGUPTA, HARIHARAN KRISHNAN, AND YASER P. FALLAH

MODELING IN-NETWORK AGGREGATION IN VANETS

142

The authors outline a modeling approach for VANET aggregation schemes to achieve

objective comparability.
STEFAN DIETZEL, FRANK KARGL, GEERT HELENK, AND FLORIAN SCHAUB

149 THE INFLUENCES OF COMMUNICATION MODELS ON THE SIMULATED EFFECTIVENESS

OF V2X APPLICATIONS

The authors evaluate the influences of different propagation models on the results of

V2X simulations.
ROBERT PROTZMANN, BIORN SCHUNEMANN, AND ILIA RADUSCH

156

THEORY MODEL

The authors present a feasibility analysis for performing vehicular dynamic spectrum

access across vacant television channels via a queueing theory approach.

FEASIBILITY ANALYSIS OF VEHICULAR DYNAMIC SPECTRUM ACCESS VIA QUEUEING

Si CHEN, ALEXANDER M. WYGLINSKI, SRIKANTH PAGADARAI, RAMA VUYYURU, AND ONUR ALTINTAS

CONSUMER COMMUNICATION APPLICATIONS
DRIVE NETWORK INTEGRATION
SERIES EDITORS: AL C. BEGEN, MARIO KOLBERG, MADID MERABTI, AND STAN MOYER
SERIES EDITORIAL
WIMAX SuBSCRIBER AND MOBILE STATION AUTHENTICATION CHALLENGES
The author examines authentication within WiMAX (IEEE 802.16-2009) based

wireless metropolitan networks.
STUART JACOBS

MARLIN: TOWARD SEAMLESS CONTENT SHARING AND RIGHTS MANAGEMENT

164
166

174

The Octopus and NEMO frameworks in Marlin are the underlying technologies to
realize seamless content sharing and rights management to support a wide variety

of business models.

SYE LOONG KEOH

TRENDS AND CHALLENGES OF THE EMERGING TECHNOLOGIES TOWARD
INTEROPERABILITY AND STANDARDIZATION IN E-HEALTH COMMUNICATIONS

182

The authors review the emerging technologies that can be incorporated into the

complex e-health information communication ecosystem.

ANTONIO ARAGUES, JAVIER ESCAYOLA, IGNACIO MARTINEZ, PILAR DEL VALLE, PILAR MUNOZ,

Jesus D. TRIGO, AND JOSE GARCIA

190

ANNOYING THE PLAYERS?

The authors test Tunneling, Compressing, and Multiplexing (TCM) using the traffic

of eight popular First Person Shooters.
JOSE SALDANA, JULIAN FERNANDEZ-NAVAIAS, JOSE Ruiz-Mas, JOSE I. AZNAR,
EDUARDO VIRUETE, AND LUIS CASADESUS

FIRST PERSON SHOOTERS: CAN A SMARTER NETWORK SAVE BANDWIDTH WITHOUT

President’s Page 6  New Products

Very Large Projects 16  Product Spotlights

Conference Report/GreenCom '11 20  Global Communications Newsletter
Conference Calendar 21 Advertisers' Index

22
23
25
200

Previous Page | Contents

IEEE Communications Magazine * November 2011

| Zoomin | Zoomout | Front Cover | Search Issue | Next Page




{1 Previous Page | Contents

| Zoomin | Zoomout | Front Cover | Search Issue | NextPage

SERIES EDITORIAL

CONSUMER COMMUNICATION APPLICATIONS
DRIVE NETWORK INTEGRATION

Ali C. Begen

Mario Kolberg

T his theme is strongly reflected in the four articles we
have selected for this edition of the Consumer Com-
munications and Networking series. The theme includes
the integration of network features as well as new applica-
tion and network integration. The first article in this edi-
tion, by Stuart Jacobs, focuses on the authentication
mechanisms in WiMAX-based metropolitan networks. It
discusses how digital certificates are handled and highlights
the lack of multiple certificate authority support as an
issue that prevents the interoperability of WiMAX devices
from different manufacturers.

The second article, by Sye Loong Keoh, presents the
Marlin initiative as a way of offering seamless content
sharing and digital rights management functionality. The
article gives particular emphasis to the Octopus and
NEMO frameworks within Marlin to achieve this. The arti-
cle includes examples of industrial adoption of Marlin.

The third article, by Antonio Aragues et al., looks at
integration activities in e-health communications. The arti-
cle argues that due to the increasing introduction of wire-
less transport technologies in this market, a number of
novel technologies have been proposed that can be used in
different e-health use cases which can be further extended
by device interoperability. The article provides an overview
of emerging technologies in this space.

The final article in this issue, by Jose Saldana et al.,
focuses on whether smarter networks can save bandwidth
without adversely affecting online games and thus annoy-
ing the gamers. The article uses the example of first-per-
son shooter type online games. The article tests an
approach called tunneling, compressing, and multiplexing
(TCM) as a technique that enables more players to share
the same network links.

Finally, this series has enjoyed enormous success in
recent years, with ever increasing submission numbers of
high-quality papers. In pushing this series and offering his
wealth of experience, Stan Moyer has played a major part

Madjid Merabti Stan Moyer

in the success of this series. After many years for service to
the magazine, Stan has decided to leave this series to con-
centrate on new opportunities and challenges. We would
like to thank Stan for all his work for IEEE Communica-
tions Magazine and wish him every success in the future.
Stan’s place on the editorial team will be taken by Ali C.
Begen of Cisco. Ali has extensive experience in multimedia
networking and communications systems. His contributions
and industrial perspective will ensure the series will contin-
ue to flourish and serve the magazine readership.

In closing, we would like to remind you that January is
again IEEE CCNC time. The Consumer Communications
and Networking Conference will be running for the ninth
time January 14-17, 2012 in Las Vegas, Nevada. IEEE
CCNC 2012 will provide a forum to discuss consumer com-
munications issues mentioned in this edition and many
more. See http://www.ieee-ccnc.org for details. As in past
years, CCNC will run around the same time as the Con-
sumer Electronics Show (CES), giving you two opportuni-
ties to learn more about and see consumer communications
in action. We hope to see you in Las Vegas in January!
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ToPICS IN CONSUMER COMMUNICATIONS
AND NETWORKING

WIMAX Subscriber and Mobile Station
Authentication Challenges

Stuart Jacobs, Boston University

ABSTRACT

This article examines the subject of authenti-
cation within WiMAX (IEEE 802.16-2009) based
wireless metropolitan networks. The two
WiMAX authentication mechanisms (PKM ver-
sions 1 and 2) are discussed and a number of
aspects affecting their authentication capabilities
presented. Of particular note is the handling of
digital certificates and the lack of multiple cer-
tificate authority support. This lack essentially
prevents the interoperability of WiMAX devices
produced by different manufactures. Proposed
recommendations are presented that should
improve how WiMAX authentication operates
and allow for mixed manufacturer device inter-
operability.

INTRODUCTION

The IEEE 802.16 (WiMAX) specification [1]
defines a wireless network technology that
telecommunications service providers (TSPs) can
use when constructing TSP local and metropoli-
tan access networks. The WiMAX specification
primarily focuses on the physical and data link
layers, in what is considered medium access con-
trol (MAC); yet it does include some network
aspects dealing with mobility and management.

The MAC functionality is further decomposed

into three sublayers:

* A service-specific convergence sublayer
(CS) provides any transformation or map-
ping of external network data.

* A common part sublayer (CPS) provides
the core MAC functionality of system
access, bandwidth allocation, connection
establishment, and connection mainte-
nance.

* A security sublayer provides authentication,
secure key exchange, and encryption.

The security sublayer is the primary focus of
this article as therein resides responsibility for
authentication of fixed and mobile stations
which are the devices that rely on WiMAX-
based network access. Figure 1 depicts the over-
all architecture model and scope of the WiMAX
security sublayer.

The primary devices within a WiMAX infra-
structure include subscriber stations (SSs),

mobile stations (MSs), and base stations (BSs).
A network control and management system
(NCMS) abstraction is also discussed in the
specification as a “black box” so that WiMAX
physical and MAC layers can be specified inde-
pendent of overall network architecture (back-
bone and transport network, and the protocols
used at the backend). The NCMS functionality
exists within each BS and SS/MS, termed
NCMS(BS) and NCMS(SS/MS) as a layer-inde-
pendent management or control function for
coordinating SS/MS and MS access activities
with BSs as well as any necessary inter-BS coor-
dination. Herein, the author provides an analysis
of how authentication is provided and identifies
a number of problems with the specified authen-
tication mechanisms within the IEEE standard.

WIMAX AUTHENTICATION

The WiMAX security sublayer provides SSs with

authentication and confidentiality across the

WiMAX wireless network by applying crypto-

graphic transforms to MAC protocol data units

(PDUs) communicated between the S$/MS and

BS. The security sublayer employs an authenti-

cated client/server key management protocol in

which the BS, the server, controls distribution of
keying material to SS/MS clients. The basic secu-
rity mechanisms are strengthened by adding digi-
tal-certificate-based SS/MS device authentication
to the key management protocol. A key manage-
ment protocol (PKM) is used for authentication,
authorization, and distribution of keying data
from the BS to the SS/MS.

The security sublayer security components,
shown in Fig. 2, include:

* PKM control management: This function
controls all other security components.

« Traffic data encryption/authentication pro-
cessing: This function encrypts or decrypts
traffic data.

= Control message processing: This function
processes various PKM-related MAC mes-
sages.

* Message authentication processing: This
function provides data-origin message
authentication function.

* RSA-based authentication: This function
performs the Rivest, Shamir, and Adleman
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Figure 1. Overall architecture of the WiMAX security sublayer.
(RSA)-based authentication function using tication is considered part of the process of
the SS/MS X.509 digital certificate and the SS/MS authorization.
BS’s X.509 digital certificate when RSA-
based authorization is selected as the
authentication approach between an SS/MS PKM VERSION 1
and a BS. PKM version 1 authentication relies on the use
* EAP encapsulation/decapsulation: This of RSA asymmetric encryption, via RSA pri-
function provides the interface with the vate/public key pairs, and International Telecom-
Extensible Authentication Protocol (EAP) munication Union — Telecommunication Sector
method-independent function, when EAP- (ITU-T) X.509 version 3 (X.509v3) digital cer-
based authentication is selected between an tificates, via explicit reference to Internet Engi-
SS/MS and a BS. neering Task Force (IETF) Request for
* Authorization/SA control: This function Comments (RFC) 3280. An SS/MS begins autho-
controls the authorization state machine rization by sending to a BS an authentication
and traffic encryption key state machine. information (Auth Info) message containing the
* EAP method-independent and EAP SS/MS manufacturer’s certificate authority (CA)
method-specific entity authentication func- X.509 certificate, issued by either the manufac-
tionality: These are considered outside of turer’s CA itself or an external public key infra-
the scope of the WiMAX standard. structure (PKI) CA. The Auth Info message is
There are two versions (PKMv1l and PKMv2) strictly informative, and if the BS chooses to
of the PKM protocol, which allow both mutual ignore it, the BS internal NCMS function must
authentication and/or unilateral authentication already possess a copy of the manufacturer CA
(e.g., where the BS authenticates the SS/MS, but  certificate or reply to the SS/MS that authentica-
not vice versa). In both versions, SS/MS authen- tion has failed. The SS/MS then sends an autho-
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Figure 2. Security components of the WiIMAX security sublayer.

rization request (Auth Request) message to its
BS that includes, among other data items, the
X.509v3 digital certificate a manufacturer CA
issued to the SS§/MS, which contains a verifiable
copy of the SS/MS public key.

In response to an Auth Request message, a
BS validates the requesting SS/MS identity by
comparing the MAC address within the Auth
Request message against the common name
within the SS/MS certificate contained within the
Auth Request message. Since MAC addresses
can be “spoofed,” this checking for MAC address
against common name does not constitute strong
authentication of the SS/MS. The BS verifies the
SS’s certificate by:

* Performing the normal not-before and not-
after date checks

* Verifying the digital signature protecting
the SS/MS certificate that was created using
the public key of the manufacturer CA that
issued the SS/MS certificate

* Checking whether the SS/MS certificate is
currently valid via a query to an Online

Certificate Status Protocol (OCSP) server

as specified in RFC 2560

By implication 802.16 appears to require
WiMAX implementations to follow RFC 3280
beyond just the format of X.509v3 certificates.
RFC 3280 clearly states in section 3.2:

“In general, a chain of multiple certificates
may be needed, comprising a certificate of the
public key owner (the end entity) signed by one
CA, and zero or more additional certificates of
CAs signed by other CAs. Such chains, called
certification paths, are required because a public
key user is only initialized with a limited number
of assured CA public keys.”

802.16 makes no allowance for processing
certification paths; actually 802.16 specifically
requires that all SS/MS certificates for a specif-
ic brand of SS/MS equipment be issued by a
single manufacturer CA. When [2] reported
that just five months ago vendors shipped 294.9
million cell phones in the first quarter of 2010,

it is reasonable to expect the volume of
WiMAX devices to exceed 100 million over a
10-year period, which represents less than 1
percent of the projected volume of cell phones
annualized over a 10-year period. Assuming
there are 10 WiMAX equipment manufactur-
ers, each producing 1 million units per year,
802.16 would require the CA of each manufac-
turer to issue over 1 million SS/MS certificates
in that period. Common industry practice is for
a single CA to issue no more than about
100,000 user/device certificates, thereby limiting
CA compromise exposure and enhancing CA
performance, which would necessitate a
WiMAX manufacturer to use at least a two-tier
CA hierarchy.

802.16 does not accommodate real-world
CA/public key infrastructure (PKI) deployments
regarding certification path processing. Another
aspect of 802.16 that deviates from RFC 3280 is
how certificate revocation is checked. RFC 3280
specifically discusses the use of certificate revo-
cation lists (CRLs) as the primary mechanism
for certificate revocation. Although 802.16 calls
for the use of OCSP, defined by RFC 2560,
nowhere is RFC 2560 specifically referenced as a
formal standard should do.

Another problem with PKMv1 is the lack of
mutual authentication, which [3] considered a
critical capability in future large-scale wireless
metropolitan networks. Reference [4] in their
analysis of security issues in [5], which intro-
duced WiMAX mobile stations, concurred with
by stating:

“A certificate sent by SS/MS allows BS to
authenticate a legitimate SS. On the other hand,
SS/MS also needs to authenticate BS to keep
away from malicious ones. That is because
through the open air interface, SS/MS has no
other way to differentiate legitimate BS from
malicious adversaries.”

802.16 mandates RSA authentication in
PKMv1, although it is optional in PKMv2 so
PKMv1 continues to include the lack of mutual
authentication and the vulnerability this repre-
sents. Reference [6] has noted the possibility of
denial of service (DoS) attacks, and [7] further
noted that:

“Failure to implement proper security proce-
dures can allow malicious nodes to masquerade
as legitimate hosts and carry out DoS attacks.”

Reference [8] notes the lack of mutual
authentication as a problem by stating:

“If X.509-based authentication is used, the
likelihood for a user (a MS) to be the victim of
BS masquerading is possible because of the
asymmetry of the mechanism. For a system, it is
unlikely. The impact for a user is high because it
can lead to loss of service for long periods of
time. The impact for a system is medium,
because it can lead to limited financial loss (due
to theft of air time). In the case of a user, the
risk is critical and countermeasures are needed.
For a system, the risk is minor and there is no
need for countermeasures.”
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The above point further emphasizes the need
for mutual authentication, especially when MSs
are involved.

Another observation regarding PKMv1 focus-
es on SS/MS authentication. Consumer wireless
devices (cell phones) have been routinely illegal-
ly copied (“cloning™), which also copies con-
sumer/subscriber authentication credentials
stored in the device for the purpose of stealing
network services. It is reasonable to anticipate
the cloning of WiMAX devices in time where
the MAC address within such devices is manipu-
lated by the “cloner” to match the common
name of a device's internally stored certificate.
Given the likelihood of cloned WiMAX devices,
how a WiMAX device stores and protects its
RSA private key becomes critical. Currently,
devices that contain/store asymmetric private
keys store these private keys in a cipher text
form that requires decrypting back to a clear text
form prior to private key usage. Furthermore,
“smart cards” containing asymmetric private
keys are designed to resist any economical form
of physical and electronic tampering that would
divulge the private key in either cipher or clear
text form. Unfortunately, 802.16 fails to address
private key storage, which implies that private
key protection is left to manufacturers, which
could easily become a vulnerability.

Assuming the SS/MS sent Auth Request mes-
sage passes authentication and other checks, the
BS sends back to the SS/MS an authorization
reply (Auth Reply) message containing a num-
ber of data items including an authorization key
(AK) which is asymmetrically encrypted using
the public key of the SS/MS contained within its
certificate. The fact that the Auth Reply mes-
sage includes material encrypted using the public
key of the SS/MS ensures that only the SS/MS
possessing the corresponding private key will be
able to decrypt the material, thus ensuring confi-
dentiality, but unfortunately not providing any
form of BS authentication.

PKM VERSION 2

PKMv?2 provides mutual authentication between

an SS/MA and a BS in either of two modes of

operation. In the first mode, mutual authentica-
tion is provided by PKMv2, which added:

* An SS/MS private-key-based digital signa-
ture within the PKMv2 RSA-Request and
PKMv2 RSA-Acknowledgment messages

* A BS private-key-based digital signature
within the PKMv2 RSA-Reply and PKMv2
RSA-Reject messages

These changes provide strong peer-entity
authentication and non-repudiation of these four
PKMv2 messages. PKMv2 RSA-based authenti-
cation still suffers from the problems associated
with PKMvl1 relative to the lack of certificate
path processing in support of multi-CA orga-
nized PKIs, support of CRLs, and an undefined
use of OCSP.

PKMv2 was introduced in 802.16-2009 and
added a second mode of authentication via EAP,
specified in RFC 3748, support in addition to
RSA-based authentication. In this second mode,
the PKMv2 RSA-based mutual authentication
just discussed is followed by EAP authentication

allowing PKMv2 RSA-based mutual authentica-
tion to be performed only for initial network
entry and EAP authentication to be performed
for network reentry.

While PKMv2 is a major improvement over
PKMvl, it introduced new problems. Within
PKMv2, an EAP exchange occurs between the
SS/MS and the BS using an operator-selected
EAP method (e.g., EAP-TLS specified in RFC
2716) and the credentials appropriate for the
EAP method employed, such as an X.509 certifi-
cate in the case of EAP-TLS or a subscriber
identification module in the case of EAP-SIM.
802.16 considers the particular credentials and
EAP methods used as outside the scope of
802.16, but specifies that the EAP method select-
ed should fulfill the mandatory criteria listed in
Section 2.2 of RFC 4017 so as to avoid security
vulnerabilities.

RFC 4017 states that mutual authentication
support is a mandatory requirement and that the
current mandatory-to-implement EAP authenti-
cation method EAP-MD5-Challenge (RFC 3748
section 5.4), along with the one-time password
(RFC 3748 Section 5.5) and generic token card
(RFC 3748 Section 5.6) are methods that do not
support any of the mandatory requirements
defined in Section 2.2 of RFC 4017 regarding
mutual authentication. Furthermore, these meth-
ods do not support any of the recommended fea-
tures defined in RFC 4017 Section 2.3 or any of
the optional features defined in RFC 4017 Sec-
tion 2.4.

As EAP-TLS is the only EAP method specifi-
cally discussed by 802.16, it deserves further
examination. RFC 2716, when discussing frag-
mentation in Section 3.3, makes the point that a
single TLS record may be up to 16,384 octets in
length, a TLS message may span multiple TLS
records, and a TLS certificate message could be
as long as 16 million octets. 802.16 does support
fragmentation of the secondary management
channel, which would be used for EAP-TLS car-
rying PKMv2 messages. Since 802.16 specifies a
MAC header length field of 11 bits, which
restricts MAC PDUs to a maximum length of
2047 octets, one can safely assume that all EAP-
TLS records will require fragmentation. A worst
case EAP-TLS certificate message of 16 million
octets would have to be fragmented into some
7800 MAC PDUs. Thus, it is a serious oversight
that 802.16 does not discuss the likely need for
fragmentation of EAP-TLS messages.

Another aspect of EAP-TLS is how it per-
forms identity verification (as covered in RFC
2716 Section 3.4), based on matching a server or
supplicant/peer claimed identity against the
name in a presented digital certificate, yet RFC
2716 does not identify whether the match is
against the digital certificate Certificate.subject
distinguished name field (see the table of fields
in RFC 2716) or the common name of an identi-
fier within a certificate alternative name exten-
sion. This lack of specificity within RFC 2716 is
problematic at best and will likely cause interop-
erability issues. Another EAP-TLS deficiency in
identity verification is that EAP-TLS does not
make use of digital signatures, as is done in TLS
and specified in RFC 5246. Certificate authentic-
ity and revocation are also problematic in EAP-

—
The fact that the
Auth Reply message
includes material
encrypted using the
public key of the
SS/IMS ensures that
only the SS/MS pos-
sessing the corre-
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decrypt the material,
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Dxaital certificates X.509 v3 field Description
are a primary Certificate.version Indicates the X.509 certificate version and always set to v3
CLL A Certificate.serialNumber Unique integer the issuing CA assigns to the certificate
authentication in
both PKM versions Certificate.signature Defines the algorithm used to sign the certificate

1 and 2. 802.16

Certificate.issuer
clause 7.6.1 deserves

Distinguished Name of the CA that issued the certificate

further consideration Certificate.validity Specifies when the certificate becomes active and when it expires
as this clause S S : : ; :
: . Distinguished Name identifying the entity whose public key is certified
describes the X.509 SRCHEeI A e in thegCertiﬁcatesubjectpuE;:c ?(ey infumt'ration ﬁeIF:! :
Version 3 certificate ; i ; ) ) -
format used in Certificate.subjectPublicKeylnfo ~ Contains the public key, parameters and key usage algorithm identifier
WiMAX-compliant signatureValue Digital signature spanning all other certificate fields
devices. Table 1. X.509 Version 3 digital certificate primary fields.
TLS. RFC 2716 notes in section 6.1 that the Digital certificates are a primary component
EAP server, as it has existing Internet access, is of RSA authentication in both PKM versions 1
able to perform certificate path processing and and 2. 802.16 clause 7.6.1 deserves further con-
CRL checks; yet the supplicant/peer will not sideration as this clause describes the X.509 Ver-
likely have Internet access and will be unable to sion 3 certificate format wused in
perform either activity. WiMAX-compliant devices. Table 1 identifies
A final concern with WiMAX use of EAP- the primary fields of an X.509 Version 3 certifi-
TLS is that the supplicant/peer/client (SS/MS) cate.
negotiates a cipher suite with the EAP-TLS serv- There are a number of certificate fields used
er, not with the EAP-TLS authenticator (the BS) by WiMAX in either a non-standard manner or
when EAP server and authenticator functions will cause problems. These fields are:
are not collocated within the BS. When the EAP Certificate.signature specifies use of the RSA
server and authenticator reside in separate signature algorithm using SHA-1. However,
devices: the RSA private keys used to sign these
* There needs to be some mechanism by certificates are required by 802.16 to use
which the negotiated cipher suite is com- key lengths that are rapidly becoming con-
municated to the authenticator (BA) by the sidered insufficient.
EAP server, which RFC 2716 considers out Certificate.issuer of SS/MS and BS certifi-
of scope. cates contains the Distinguished name of
* The SS/MS is unable to authenticate the the issuing manufacturer CA.
BS. Certificate.issuer of manufacturer CA certifi-
802.16 states that each BS is required to per- cates contain either the Distinguished name
form certificate path processing, yet fails to iden- of the issuing manufacturer CA or the dis-
tify the manner in which this processing is to tinguished name of an external PKI CA
occur. However, this point is not discussed with- signatureValue of SS/MS and BS certificates
in the descriptions of either PKM versions 1 and contains the RSA-SHA-1 signature comput-
2; nor do the state machines for these protocols ed over the ASN.1 DER encoded Certifi-
include certificate path processing as states or cate using the manufacturer CA’s private
transition initiators between states. key. However the RSA private keys used to
sign these certificates are required by 802.16
to use key lengths that are rapidly becom-
KEYS AND CERTIFICATES USED BY ing considered as insufficient.
Certificate.validity.notBefore and Certificate.
WIMAX validity.notAfter have a validity period
One important area worth considering is effec- greater than the likely operational lifetime
tive RSA key length since 802.16 specifies the of the SS/MS, with a validity period begin-
use of either 1024- or 2048-bit RSA keys. Refer- ning with the date of generation of the
ence [9, Table 2] proposes that an RSA key of device’s certificate and extending out to at
1024 only provides 80 bits of security and an least 10 years after that manufacturing date.
RSA key of 2048 only provides 112 bits of secu- Requiring SS/MS certificates to have a life-
rity due to attacks on the RSA algorithm. These time up to 10 years is not the norm for
attacks leverage the computational resources retail devices (VeriSign only issues certifi-
now available with the advent of micro super- cates with one-year lifetimes, and most pri-
computers, based on products like the NVIDIA vate PKIs stipulate an end device certificate
Tesla C1060, which provides 933,000 MIPS lifetime of about five years).
(MFlops), available since 2008 with a list price Certificate.subject of SS/MS certificates con-
under $10,000. tain the distinguished name of the SS/MS
170 IEEE Communications Magazine * November 2011
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with the common name part set to the

device’s MAC address set to six pairs of

hexadecimal digits separated by colons,
which is a non-standard form of common
name.

Certificate.subject of BS certificates contain
the distinguished name of the BS with the
common name part set to the device's BS
identifier (BSID) where the BSID field is
operator-defined and set to six pairs of hex-
adecimal digits separated by colons, which
is a non-standard form of common name.

Some additional observations about the above

certificate fields and their usage are worth not-

ing:

* As already noted earlier in this article, the
certificate profile used in WiMAX does not
allow for a multiple-CA hierarchy.

It is assumed that the same manufacturer
CA issues certificates to all SS/MSs and
BSs of a TSP, which will cause problems
when SS/MS devices are not manufactured
by the same provider of BSs since cross-CA
certification is not considered within 802.16.

* No details are provided regarding CAs that
are part of a PKI not directly operated by a
WiMAX equipment manufacturer.

When discussing the storage and processing
of certificates, 802.16 expects manufacturer
issued SS/MS certificates to be loaded into
SS/MA permanent write once memory along
with a manufacturer installed RSA private key.
802.16 does not discuss any protection mecha-
nisms for these private keys. For any SS/MS
device that internally generates its own RSA key
pair some undefined mechanism is to be used
for securely requesting the creation of a digital
certificate or private key secure storage consid-
ered.

802.16 requires that manufacturer CA certifi-
cates are to be embedded into the SS/MS soft-
ware, unlike most other systems that store all
certificates internal within a common certificate
storage area. Even where a manufacturer issues
SS/MS certificates by multiple manufacturer
CAs, the certificates of all these manufacturer
CAs are expected to be embedded with the
SS/MS software. This embedding of certificates
directly into SS/MS software complicates certifi-
cate replacement by necessitating complete soft-
ware replacement/reloading rather than the
more straightforward replacement of just stored
certificates.

CONCLUDING REMARKS

Generally, RSA asymmetric encryption, when
coupled with a PKI, provides highly reliable
peer-entity authentication and non-repudiation.
These security services are the result of a recipi-
ent of a message digitally signed by the sender’s
private key:

* Having high assurance that the sender’s pri-
vate key has not been stolen or lost, or is
still valid for use by the signer.

+ The message recipient possesses an authen-
tic copy of the sender’s public key.

The first point is achieved by the recipient

being able to verify that the certificate associ-

ated with the sender’s private key has not been

revoked prior to the certificate’s notAfter date.
The second point is achieved by the recipient
being able to establish a chain of digital signa-
tures on certificates starting from the sender’s
certificate to the certificate of the CA that
issued the sender’s certificate and continuing
up a chain of CA certificates until a CA is
identified that is within the hierarchy of CAs
leading down to the CA that issued the recipi-
ent’s certificate.

The primary EAP method 802.16 discussed is
EAP TLS; however, there are a number of EAP
methods that may be as, if not more, appropri-
ate. For example, EAP-TTLS (RFC 5281) and
EAP-IKEv2 (RFC 5106) methods should be
considered for inclusion in PKMv2 as part of a
future version of IEEE 802.16.

The lack of specificity within 802.16 for:

* Certificate path processing

= Secure storage of RSA private keys

* Usage of OCSP (or alternatively CRL
retrieval and checks)

* Secure generation of requests for CA
issuance of certificates by those SS/MS
devices that internally generate their own
RSA key pairs

are points for concern that a future version of

IEEE 802.16 should address. Such a future ver-

sion of 802.16 should also include support for:

* RSA key lengths greater than 2048

= Multiple CA hierarchies

* Cross CA certification
For an SS/MS initially entering a WiMAX

network, using OCSP or CRLs for certificate
revocation is a problem as the SS/MS does
not yet possess Internet access. However, this
can be overcome by having the SS/MS per-
form such checks once it does obtain Internet
access but prior to using said access for com-
municating non-management traffic/informa-
tion. Such an approach has been described in
[10, Section 8], which proposes a delayed
check for certificate revocation. Another
aspect of [10] is the distribution of complete
certificate chains whenever an end device cer-
tificate is shared, which allows for both single
rooted certificate hierarchies and cross-CA
certified hierarchies.
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